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Steganography is used to hide sensitive types of data including images, audio, text, and videos in 
an invisible way so that no one can detect it. Image-based steganography is a technique that uses 
images as a cover media for hiding and transmitting sensitive information over the internet. However, 
image-based steganography is a challenging task due to transparency, security, computational 
efficiency, tamper protection, payload, etc. Recently, different image steganography methods have 
been proposed but most of them have reliability issues. Therefore, to solve this issue, we propose an 
efficient technique based on the Least Significant Bit (LSB). The LSB substitution method minimizes 
the error rate in the embedding process and is used to achieve greater reliability. Our proposed 
image-based steganography algorithm incorporates LSB substitution with Magic Matrix, Multi-Level 
Encryption Algorithm (MLEA), Secret Key (SK), and transposition, flipping. We performed several 
experiments and the results show that our proposed technique is efficient and achieves efficient 
results. We tested a total of 165 different RGB images of various dimensions and sizes of hidden 
information, using various Quality Assessment Metrics (QAMs); A name of few are; Normalized Cross 
Correlation (NCC), Image Fidelity (IF), Peak Signal Noise Ratio (PSNR), Root Mean Square Error 
(RMSE), Quality Index (QI), Correlation Coefficient (CC), Structural Similarity Index (SSIM), Mean 
Square Error (MSE), Entropy, Contrast, and Homogeneity, Image Histogram (IH). We also conducted 
a comparative analysis with some existing methods as well as security analysis which showed better 
results. The achieved result demonstrates significant improvements over the current state-of-the-art 
methods.

Keywords  Image steganography, LSB, Image quality assessment metrics, Histogram analysis, Image, 
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During communication through different channels, information is more vulnerable to attackers, especially 
when transmission takes place over the internet1. Secure information sharing over communication channels 
is vital such as any leakage of private information may lead to persistent difficulties. The increasing need for 
protecting information as being transmitted over communication channels has led to the discovery of various 
mechanisms2. However, no single method can perfectly secure communication over the Internet, as each has its 
advantages and disadvantages. Steganography is a popular method that involves the embedding of secret data 
within cover objects like images, videos, audio, and text. The information hidden in such objects is not easily 
detectable to the naked eye because steganography is a procedure that conceals the secret information within the 
cover medium so that nobody can know about its existence3,4. In the abovementioned cover objects, images have 
remarkable performance in concealing information that’s why it’s the most widely used option for steganography. 
However, the basic research challenge in image steganography is achieving reliable criteria including capacity, 
computation, robustness, temper protection, and transparency, as shown in Fig. 1. It is worthwhile to define 
some key concepts relevant to image steganography. The payload; means a cipher text to be embedded within 
the cover object. Security; means how much the original and stego image is strong against some statistical attacks 
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such are cropping, tempering, scaling, etc. Perception; explains the nature of the cover picture after mounting 
the mystery message. Temper protection; is a critical issue after securing the secret information within the cover 
image because if someone tries to extract the message, temper protection; should be high enough to secure 
the stego image against attackers. The computation shows the time taken by the extracting and embedding 
process, and it should be minimized so the embedding and extracting process takes the least possible time5. The 
evaluation of existing research works based on these criteria is important as it can lead us to identify the research 
gap and suggest possible improvements. Most of the recent literature on image steganography is focused on one 
criterion, but some have broken down the other and every stenographic method needs reliability between them6. 
There is a tradeoff among different reliability criteria of steganography. Suppose we increase the limit of payload, 
it will degrade the quality of the image and also affect the robustness7. The research challenge is two-fold: not to 
decorate the quality of the cover object and to achieve reliable and best possible values for different parameters 
of image steganography criteria8,9. Furthermore, appropriate object selection and optimum size of image pixels 
and secret message size are vital.

These methods aim to hide a secret message within an image using a mysterious key. This ensures that the 
collector cannot decipher the message without having the same key. The algorithm used LSB substitution and 
value differencing concepts, resulting in a novel image steganography technique. The LSB technique is the most 
widely used and popular technique for image steganography as shown in Fig. 2. For security, the algorithm uses 
different concepts such as Magic Matrix and value differencing. Encrypting the message within the cover object 
it reduces the error rate. The proposed method achieves reliability between the criteria up to acceptable limits6. 
The outcomes show the significance and inspiration of the proposed calculation.

Fig. 2.  Least significant bit (LSB).

 

Fig. 1.  Image steganography.
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In LSB-based image steganography, the selected image is divided into corresponding channels shown in 
Fig. 2. Each color intensity is then transformed into a corresponding binary representation. The secret message, 
represented as ‘B’, is converted into ASCII values and further coded into dual values. The method uses the Red, 
Green, Blue (RGB) color model because of its valuable properties. This model uses 24 depths per pixel, and each 
color has 8 8-bit representations in the range of 0-25510. RGB is suitable for embedding more information because 
having three colors and the combination of these colors can reproduce more possible colors11. Considering RGB, 
we are working with a binary image having a range of 0-255 of eight bits’ representations where the left-most 
bit is LSB and the rightmost bit is considered MSB. In addition, consider the range from 0 to 255, if we change 
the MSB from 0, its impact is very high because it will change 99% intensity of the color. If we change LSB 
from one to 1 or 0 to 1 then its impact will be very low say up to 2% change. Therefore, the proposed algorithm 
used LSB concepts to embed the secret information, and according to the literature, up to 4 LSB bits, can be 
embedded as secret information which is less susceptible to any naked human eye5,13. As mentioned earlier 
state of art methods are not reliable because based on one or two parameters. So, this effort aims to develop a 
novel reliable method that ensures reliability. The proposed method was critically analyzed based on distinct 
perspectives and different formats to fulfill the basic criteria of image steganography. For the balance tradeoff, 
we used different concepts or facets (i.e. magic matrix, MLEA, Key, LSB up to 4 bit, etc.) to cover all the criteria 
of image steganography. Our proposed method ensures efficient Image format, dimension, and color that are 
necessary for spatial, and frequency domains including Machine learning (ML) and Deep learning (DL) models. 
The key contributions are given below.

•	 Herein, we design and propose a digital image steganography technique using the least significant bit substi-
tution.

•	 Our proposed technique incorporates reliable image steganography parameters and appropriate cover image 
selection for achieving high security.

•	 Our proposed technique incorporates the random concepts for the selection of the cover image pixels by 
inserting the message bits to outperform.

•	 The experimental results show that the proposed method is efficient as compared to the state-of-the-art meth-
ods.

The rest of the paper is partitioned into four divisions. Division II presents the connected exploration works, 
Division III expounds on the proposed strategy, Division IV makes sense of the trial results and conversation 
and Division V finishes up the research work.

Related work
Steganography using cover objects is a growing field of research that involves hiding secret information within 
various objects. Recently, various methods of cover steganography have been developed, such as Most Significant 
Bits and Least Significant Bits (LSB) (MSB-LSB), Pixel Value Differencing (PVD), etc. Respectively every 
method has its pros and cons, subject to factors such as the implanting process of the hidden message, cover 
medium, size of the secret data to stand encrypted, and other parameters7,8. However, despite ongoing efforts to 
improve cover steganography, the error rates of these methods have not yet reached acceptable limits. Therefore, 
evaluating existing research is crucial to making progress and improving the significance and effectiveness of 
these methods. These limitations provide an opportunity for further advancement. This study focuses on LSB-
based cover steganography, which is a commonly used method for concealing confidential data within a cover 
medium. Table  1 presents a security analysis of related works from the literature, Table  2 presents an acute 
exploration of different image steganography approaches by assessing algorithms which are the basic criteria of 
image steganography.

Tables 1 and 2 provide a detailed analysis of various research studies that focus on the security and quality 
parameters of image steganography. The experimental results section of the studies discusses different concepts 
for embedding secret messages within cover media using LSB-based methods. Additionally, the studies also 
emphasize the quality of the stego images. Since there is a tradeoff among the steganography evaluation criteria, 
some methods in the literature achieve good security but are unable to maintain good levels for other criteria 
which are crucial for some efficient Stenographic methods. The effectiveness of image steganography depends 
on the technique used to hide the secret message, as well as the choice of cover objects. Several different 
approaches have been used to encrypt messages and hide them in cover mediums. In this context, two tables 
have been created to critically analyze these methods based on quality assessment parameters and basic criteria. 
The analysis aims to identify the advantages and disadvantages of each existing method. Comparatively, the 
proposed algorithm has used a novel procedure of embedding the secret message and selecting the appropriate 
object to tackle the aforementioned issues to improve image steganography.

Proposed stenographic technique
In this section, we explain our proposed technique. In our proposed technique, First, we define certain notations 
that are utilized in the proposed algorithm. In Equations from 1 to 8, CI and FI represent the Cover image and 
Flipped image, while the transposed image is denoted as a FT and SM denotes the stealthy message. In addition, 
Skey and SIm denote the secret key and stego image used in the proposed method detailed explanation is used 
in Figs. 3 and 4 and Algorithm 1. We will provide more details about the algorithm in the following sections. 
We follow a series of steps to encode information into an image. First, we flip and transpose the cover image. 
Subsequently, we divided the transposed image into Red, Green, and Blue channels by Eq.3. The Blue channel is 
further divided into 4 equal blocks which are represented as BC1, BC2’, BC3’, and BC4’ respectively and finally, 
the blue channel is shuffled by MGMx (Magic matrix). Then, the differencing values are calculated between the 
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secret message SM and the red channel by CalDiff. We then use a Multi-Level Encryption Algorithm (MLEA), 
based on CalDiff and a secret key, Skey, to obtain the cipher text, CText. Using this function, we encode the cover 
information into the shuffled Blue blocks using the secret key. Finally, we combine the three channels - Red, 
Green, and Blue - and the secret key to achieve the stego-image, SIm. We use MLEA to embed the secret message 
into the four shuffled blocks of the Blue channel, making it difficult for attackers to extract the information. The 
magic matrix also adds a layer of security by shuffling the blocks of the Blue channel. The complete process is 
illustrated in Fig. 5.

Embedding algorithm
Algorithm 1, First, we select the cover image and then flip and transpose it respectively. After dividing the FT 
image into RGB channels, the Blue channel is again divided into 4 equal blocks for encrypting messages. In 
addition, a magic matrix is used for shuffling the blue channel for security purposes. While red channel and 
secret message bits are used for calculating the differing values. Now to generate cipher text, MLEA is applied on 
bits using a secret key. Finally, using LSB the cipher text will be inserted into Blue channel sub 4 blocks. However, 

Technique used [Ref]

Basic criterion for steganographic techniques

Perception Security Temper protection Payload Computation

Ref14 Broke down quality up to some Confines Little 6, 8 KB randomization

Ref15 Not dependable Yes Reliable 6-10KB time consuming

Ref16 Only on RGB consistent Using key 10 kb No

Ref17 Not reliable trustworthy Consider as a low ratio Low payload Time-consuming

Ref18 Cover object some level commendable Trustworthy Squat Reasonable

Ref19 Low image quality Reasonable Can be considered reliable Low Reasonable

Ref20 High Reasonable Moderate High payload Time is high

Ref21 Acceptable limit High Easiest for attackers Low Low time

Ref22 Reasonable Low Sensible Great High

Ref23 Enough Sensible Low error ratio High Sensible

Ref24 Not high Sensible Modest Enough Sensible

Ref25 Due modification Enough Sensible Only up to 4 KB Reasonable

Ref26 Low Reasonable High Low level Not time consuming

Ref27 Workable High Acceptable ratio Low Reasonable

Ref28 practical High Reasonable Reasonable Reasonable

Ref29 Low Serviceable High Low Low

Ref30 High Serviceable Low Reasonable Low

Ref31 Workable Acceptable limit High Reasonable High

Table 2.  Analysis of previous research works grounded on QAM’s.

 

Techniques [Ref] Technique used

Quality assessment metrics (QAM)

MSE RMSE NCC SSIM PSNR
14 SCImage Steganography (IS) 0.789 0.999 0.998 1 50.04
15 Magic LSB IS 0.321 0.765 0.767 0.987 58.76
16 Secret Key 0.110 0.100 1 1 59.12
17 IS using DWT 0.999 0.977 0.789 0.899 61.11
18 Image S using DCT, OTP 0.001 0.112 0.989 0 65.23
19 IS based on Chaos theory 0.114 0.312 0.899 0.899 66.87
20 IS based on the Color Model 0.012 0.912 0.933 0.899 66.99
21 IS based histogram Analysis 0.963 0.678 0.923 0.987 68.98
22 IS based on Matching LSB 0.012 0.211 0 0.799 58.47
23 Pixel Indicator LSB based IS 0.889 0.999 1 0.788 65.36
24 GI and MLE based IS 0.889 0.889 0.989 0.887 69.01
25 IS using Modified LSB Approach 0.788 0.776 0.997 0.733 63.22

26 IS using an Adaptive pattern-based LSB 
Approach 1 0.222 0.899 0.897 67.66

27 IS Approach for variability based on Flipping LSB 0.978 0.733 0.922 0.945 68.98
28 A Secret IS method using Map LSB 0.999 0.876 0.999 0.999 69.99

Table 1.  Summary of some previous research works for image steganography using QAM.
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for shuffling the message bits we used magic matrix as a MATLAB function having some unique properties such 
as rotation, reflection, etc., and having no repeated values as a result. The sum of this matrix row and column, 
diagonal remains the same and this activity is placed for security purposes. For tamper and robustness, MLEA 
and Key are utilized which are placed before the encrypted secret message to cover the image. MLEA has some 
better operations which are usually applied before encoding secret messages into cover images. MLEA used 
XOR operations for all bits at once which take 8 bits combination and replace 1st four bits with the last bits like 
a flipping property. So the left circular shift operation is performed on every 8 bits and makes two equal blocks 
array namely B1 and B2 in this way. IF B1 i = = 1, and XOR B2 by 1. Shown in Fig. 5.

Fig. 4.  Mathematical Notations used in Proposed method (Eqs:1-8).

 

Fig. 3.  Proposed method.
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Extraction algorithm
Decoded message is the opposite of encoded by taking the stego image as input flipped and transposed respectively. 
For getting the respective red, Green, and Blue channels set flag 1; and check the condition for getting the secret 
message pixels from equals sub 4 blocks BC1’, BC2’, BC3’, and BC4’of blue channel. The complete steps of the 
extraction algorithm are presented in Algorithm 2.

Fig. 5.  Mlea for proposed stenographic method.

 

Algorithm. 1.  Embedding algorithm.
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Simulation and experimental results
To highlight the significance and importance of this research work, we have conducted a critical analysis of 
some related works. After critical analysis the results in12 LSB sub-based15, , LSB-GLM21, LSB-RGB22, LSB-
Inverted based23,25,27, and Robust LSB28, compared with proposed method. A dataset of 165 different images was 
downloaded from Image Processing Place (IPP) and the University of Southern California-Signal and Image 
Processing Institute (USC-SIPI-2022) for proposed method testing32,33 shown in Fig. 6. The results of the tests 
indicate that the proposed algorithm successfully embeds secret messages without any suspicious activity, noise, 
or distortion. More details are provided below.

Fig. 6.  Dataset.

 

Algorithm. 2.  EA (Extraction algorithm).
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Performance
The proposed technique is assessed in light of distinct viewpoints with some color images to show the significance 
and inspiration of this work. So, the basic assessment parameter for analyzing both cover and Stego images is 
the Peak Signal Noise Ratio (PSNR). PSNR value determines both image quality. If PSNR is > 30dB, the image is 
high-quality. Equation (9) finds PSNR value34. Different analysis perspectives are given in Fig. 7.

	
PSNR = 10log10

(Cmax 2

MSE

)
� (9)

The algorithm underwent thorough analysis, and the results are in Tables 3, 4, 5 and 6 respectively.
The results obtained from different angles demonstrate the superior quality of the proposed algorithm 

in comparison to existing strategies. A crucial aspect to consider is determining the optimal size of message 
bits embedded in an image of a particular size to ensure efficient steganography. Hence, before embedding 
the secret message into the image it is important to compute the message and image pixels to point out the 
best dimension and format images for which size of the text. Consequently, the proposed strategy is assessed 

Images Baboon Peppers Lake House Splash Flowers

Dimensions and
Resulted PSNR

128x 69.3 128x 74.2 128x 70.0 128x 71.2 128x 69.2 128x 77

256x 77.1 256x 79.1 256x 75.2 256x 77.2 256x 73.2 256x 82.1

512x 78.3 512x 81.3 512x 77.3 512x 82.3 512x 75.3 512x 83.3

1024x 81.3 1024x 83.9 1024x 85.9 1024x 84.9 1024x 80.9 1024x 87.9

Average of 165 images Average resulted PSNR on different dimension: D- dimensions
D-128 = 71.81, D-256 = 77.31, D-512 = 79.63, and D-1024 = 84.133

Table 4.  Persp-2: Resulted PSNR values on different images using P2.

 

Img’s M- Size Resulted PSNR

Baboon

14KB

81.32

Girl1 79.98

Tree 80.98

Lake 82.09

House 80.85

Peppers 78.00

Splash 86.06

Average on 165 images 81.32

Table 3.  Persp-1 Images of size 512 × 512 pixels with 14 KB text.

 

Fig. 7.  Multiple viewpoints to analyze Stenographic algorithm’s performance.
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utilizing different viewpoints. It is also important as a principle perspective to distinguish which cover object is 
the most appropriate for encrypting the secret messages to pledge secure transmission over the web. To solve this 
issue, that’s why the proposed work has tried to utilize different image formats, including PNG, JPG, and BMP, 
dimensions, and viewpoints in light of PSNR values to show the method performance. Using various QAMs the 
proposed work is comparatively analyzed for security purposes in the following section.

Analysis of the proposed steganography technique
To show the viability and significance of the proposed work against different facts, such as trimming and scaling, 
it was tested using several quality assessment metrics outlined in this section. The results indicate significant 
improvements and better performance of the proposed algorithm.

Performance analysis
This section provides a detailed explanation of the results obtained from the suggested algorithm. These results 
are also compared with previous research studies based on metrics such as MSE, RMSE, NCC, SSIM, and PSNR. 
Table 7; Fig. 8 present the experimental outcomes of the proposed technique based on these assessment metrics, 
demonstrating the enhancements made by this method. Here are some important assessment metrics that 
need to be elaborated for the experimental results of any steganographic method. So, to measure the difference 
between both input and resulting images, Root Mean Square Error (RMSE) is usually used. One more significant 
quality metric that is utilized to examine the connection between an input and results from media is Normalized 
Cross Correlation (NCC). If the value of the NCC is equal to 1, then both cover and stego images are considered 

Image

Comparison with some existing methods

Baboon Flowers Peppers Lake House Tree Splash

GLM 21 78.34 79.09 74.00 79.86 69.00 77.32 80.22

Secure RGB
22 77.99 81.00 75.00 81.31 78.98 82.10 80.00

Inverted 
LSB 23 70.91 88.00 71.98 79.99 79.00 80.00 82.07

LSB IMST 24 73.04 80.00 80.32 82.98 83.09 84.32 83.32

IMST 27 76.99 84.02 83.87 80.09 80.87 82.98 82.97

Robust ST 28 77.32 78.43 79.22 76.66 78.32 79.97 79.97

Proposed 
method 79.34 87.98 85.01 84.01 83.89 84.98 88.12

Table 7.  PSNR values-based state-of-the-art methods with proposed method.

 

Images Message Size

PSNR values

PNG TIFF BMP JPG

Baboon

14KB

79.321 73.123 69.212 82.212

Girl 81.223 77.765 80.121 82.918

Peppers 86.189 71.554 68.876 82.887

Lake 83.098 79.986 75.097 82.643

House 80.854 79.654 87.001 80.087

Flowers 84.001 87.009 87.091 85.098

Splash 86.065 87.112 83.087 86.076

An average of 150 images 82.82 79.33 78.78 83.00

Table 6.  Persp-4: Resulted PSNR on (PNG, BMP, JPG, D-512 × 512) using 14 KB text.

 

Images
512 × 512 Baboon Peppers Lake House Splash Flowers

Different Size of Text and
Resulted PSNR

8KB 77.2 8KB 69.0 8KB 65.1 8KB 70.1 8KB 89.0 8KB 75.3

10KB 79.1 10KB 72.1 10KB 69.2 10KB 73.2 10KB 85.2 10KB 81.3

12KB 80.1 12KB 77.3 12KB 70.2 12KB 74.4 12KB 83.0 12KB 76.2

14KB 82.2 14KB 81.9 14KB 76.2 14KB 79.6 14KB 77.9 14KB 78.1

Average of 120 images Average resulted PSNR on different size of text: ST (Size text)
ST-8 = 74.28, ST-10 = 76.68, ST-12 = 7686, and ST-14 = 79.81

Table 5.  Persp-3: Resulted PSNR on 512 × 512 embedded 14, 10, 12, and 8 KB size of text.
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identical. On the other hand, if this value becomes 0, it indicates that there is a complete difference between both 
images. The Structural Similarity Index (SSIM) is a significant quality metric used to evaluate the quality of cover 
and stego images. It consists of three parts followed by Luminance, Contrast, and Structural and it determines 
the quality of the image. An image will be considered a quality image if the value of SSIM is 1 while 1 < presents 
the difference between the cover and stego image. Equation 13 elaborates on the formulas for each segment. If 
measuring the contrast between both cover and stego image Mean Squared Error (MSE) is usually used and 
both images will be considered if the value of MSE is 0. To obtain quality and robust images MSE value should 
be low35,36 Formulas of each are elaborated in Eqs. 10–13.

	
RMSE =

√( 1
N

) ∑
N
x=1(Cx − Sx)2� (10)

	
RMSE =

√( 1
N

) ∑
N
x=1(Cx − Sx)2� (11)

	
NCC =

∑ M
x=1

∑ N
y=1 (S (x, y) *C (x, y))∑

M
x=1

∑
N
y=1S (x, y)2 � (12)

	
SSIM (X, Y) =

(
2µ xµ y + C1

)
(2σ xy + C2)(

µ x
2 + µ y

2 + C1
)

(σ x2 + σ y2 + C2)
� (13)

This section elaborated on the results of the proposed method using some security measures and QAMs to 
ensure the work’s importance and resistance. Before continuing to the outcomes, making sense of these concepts 
is significant and explained below.

The Relationship Coefficient (CC) is utilized to track down the linearity (degree and heading) of two irregular 
factors. It assumes an imperative part because of its estimation qualities37. If the CC value is equal to 1, the two 
factors are supposed to be somewhat similar or firmly related. Equation 14 shows the formula for CC.

	
I =

∑
i (xi − xm) (yi − ym)∑

i

√∑
i(xi − xm)2

√∑
i(yi − ym)2 � (14)

Image fidelity (IF) is also a more significant metric that tracks down the picture quality. Equation 15 shows the 
formula for IF calculation where P and S address the Cover and Stego picture, and “I” and “j” address beginning 
and finishing values.

	
IF = 1 −

∑
i,j(P (i, j) − S (i, j))2

∑
i,j(P (i, j) × S (i, j))

� (15)

To measure the quality of stego images Quality Index is also used on different perspective. Equation 16 elaborates 
the detailed formula that how to calculate the stego images. T and H represent both stego and cover images and 
n shows the pixel quantity in an image while the value scope of QI is in the range of -1 to 1. Both input and 
resulting images will be identical if the value is = 1, otherwise, the images will show the difference between the 
images.

	
Q = 4σ HT H′ T ′(

σ 2
H+σ 2

T

)
(H ′ 2 + T ′ 2)

Fig. 8.  Comparison with State of the art models.
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σ 2

H = 1
N − 1

∑
N
i=1

(
Hi − H ′ )2

	
H ′ = 1

N

∑
N
i=1Hi − T = 1

N

∑
N
i=1Ti

	
σ 2

H = 1
N − 1

∑
N
i=1

(
Ti − T ′ )2

� (16)

Contrast analysis is widely used to quantify the intensity dissimilarity between pixels and their neighbors 
throughout the image. It also helps in the main texture area of the image and can be calculated as under in eq. 17.

	
Q = 4σ HT H′ T ′(

σ 2
H+σ 2

T

)
(H ′ 2 + T ′ 2) � (17)

To measure the security of any steganographic method Information Entropy (IE) is usually used. Suppose e1…. 
em, as m shows the measure of potential components and from P(e)… P(em) will be considered as a probability 
for thesis components. The formula in eq. 18 elaborated on the calculation of Entropy.  In view of the recurrence 
of the image, the condition is the assessment of the typical number of pieces expected to implant a series of 
pieces.

	
σ 2

H = 1
N − 1

∑
N
i=1

(
Hi − H ′ )2

� (18)

For gray level diagonal and co-occurrences, Homogeneity (H) is widely used to find the closest level of element 
distribution38,39. Eq.19 shows the whole calculation. So i,j show lists of line and segment numbers, and p (i, j)  
represent pixel’s values ith column and jth section. 

	
H ′ = 1

N

∑
N
i=1Hi − T = 1

N

∑
N
i=1Ti� (19)

The proposed calculation has been demonstrated critical in light of observational outcomes from QAMs. 
The investigation depends on differentiation, homogeneity, and entropy to recognize the specific distinctions 
between the embedded medium’s relating channels (red, green, blue) after embedding the cipher message shown 
in Tables 8 and 9.

Analysis Parameter Images

Effect on red, green, and blue statistical analysis

Cover Image Stego Image

Red Green Blue Red Green Blue

Contrast

Baboon 2.666 1e + 03 2.4447e + 03 1.23478e + 03 2.666 1e + 03 2.4447e + 03 1.23478e + 03

Girl 7.2324e + 08 8.2721e + 05 7.3514e + 08 7.2324e + 08 8.2721e + 05 7.3514e + 08

Peppers 2.5134e + 08 2.7042e + 08 8.1540e + 06 2.5134e + 08 2.7042e + 08 8.1440e + 07

Homogeneity

Baboon 1.2334e + 06 1.3234 + 07 2.7244e + 05 1.2334e + 06 1.3234 + 07 2.7244e + 05

Girl 7.3224e + 07 7.2440e + 08 5.4152e + 08 7.3314e + 07 7.2440e + 08 5.4152e + 08

Peppers 1.7453e + 07 1.3462e + 07 2.3638e + 09 1.7453e + 07 1.4462e + 07 2.3638e + 09

Entropy

Baboon 6.6632 5.4632 6.5345 6.6632 5.4632 6.5345

Girl 8.5857 8.6634 5.1457 8.5857 8.6634 5.1457

Peppers 7.4865 9.3251 7.3735 7.4865 9.3251 7.3735

Table 9.  Effect analysis of red, green, and blue channels while embedding message bits.

 

Image

Resulted Values

Correlation coefficient IF QI

Lake 0.999 0.999 1

Flowers 0.999 1 1

Peppers 1 1 0.999

Baboon 0.998 0.998 1

Splash 0.999 0.999 1

Tree 0.999 0.999 0.998

House 0.998 1 1

Table 8.  Cumulative QAM results of the Proposed Method.
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The results of our proposed method were better than those of the techniques described in27,29. According to 
Table 10, our method has a relatively high hiding capacity compared to existing techniques, with a normal PSNR. 
The average bpp value of our method for more than eight test images is 5.025.

Security analysis
The section expounded on the security of the proposed technique has been talked about concerning Pixel 
Difference Histogram (PDH), and RS steganalysis. The PDH and RS analysis is the normal and powerful 
measurable steganalysis to recognize the presence of the restricted data in the stego-picture for the LSB based 
techniques40. The LSB replacement methods experience the ill effects of RS investigation and PVD methods 
experience the ill effects of PDH investigation. The proposed method utilizes ideas like adjusted LSB replacement, 
also value differencing, so both RS investigation and PDH should dissect it. Here, RS steganalysis is used to break 
down the effectiveness of the extended procedure41. Consequently, the RS plot applied more than 500 implanted 
pictures to check or hack the secret-covered picture. So, both RS and PDH considerations is proceeded according 
to the structure talked about in42,43. RS analysis of two standard images Lena, baboon, Pepper, and house are 
presented in Fig.  9a-c respectively. The x-axis and y-axis describe the ratio of the concealing capability and 
ratio of the singular and regular groups. To plot four arcs/curves, four factors S-m, Sm, R-m, Rm as described 
in41,44,45. RS analysis identifies the presence of implanted bits based on the condition if Rm-Sm < R-2m-S. While 
the steganographic-based method is unnoticeable by RS analysis if Sm ≈ S− m < R m ≈ R− m.

Figure 10a, b indicate that the condition Sm ≈ S − m < Rm ≈ R − m holds because the curves of R − m and Rm 
are positioned above the curves of R − m and Rm, while the curves of S − m and Sm are equal in length to each 
other. Additionally, the curves of R − m and Rm are also of equal length. This leads to the conclusion that the 
intended method is highly resistant in terms of RS analysis. To validate the effectiveness of the proposed method, 
we need to use the concepts of LSB and value differencing to examine its success through PDH analysis and RS 
analysis. To show the difference on both axis’s for frequency and pixel difference PDH graph is used. The PDH 
analysis of some standard images namely Lena, pepper images presented in Fig. 10a,b respectively. The dotted 
and solid lines indicate the PDH analysis of both stego and cover image respectively. It very well may be seen 
that the step impact or crisscross presence is tiniest. While the arcs/curve show the smooth nature of the stego 
image. Hence, it very well may be presumed that the proposed strategy is pitifully impervious to PDH check.

Proposed method histogram analysis
The proposed method also conducted histogram analysis using some images. As we know that histogram is 
utilized to decide the specific frequencies of every pixel in the picture and to uncover point-by-point contrasts 
between the cover and stego pictures. We fundamentally assess the proposed technique by breaking down the 
histograms of a few pictures, including Strawberry, Peppers, Mandrill, and House. The outcomes exhibit the 
viability of the proposed work, as shown in Fig. 1146.

Conclusion and future work
In this research, we propose a secret key-based LSB substitution image steganography technique. Our proposed 
technique incorporates reliable image steganography parameters and appropriate cover image selection 
for achieving high security. Our proposed method utilized some random concepts for the selection of the 
cover image pixels for inserting the message bits to get outperformance. To demonstrate the effectiveness 
and enactment, we performed experimentation. The experimental results show that the proposed method is 
critically analyzed based on various steganography and different statistical metrics. The achieved results show 
our proposed method performs in terms of various QAMs such as MSE, RMSE, SSIM, NCC, PSNR, correlation 
coefficient, image fidelity, quality index, contrast, entropy, and homogeneity. Moreover, it has been confirmed 
that the given method weakly endures PDH analysis and very strongly endures RS analysis. In addition, the 
empirical results show a high level of robustness, acceptable limits of payload, imperceptibility, and resistance 
against attacks scaling, cropping, tempering, etc. Time complexity, limited payload, and RGB color model are 
demerits of the work. Combining image steganography with cryptography to achieve a better steganography 
scheme, may be investigated as future work. In the spatial domain, compression methods such as Huffman code, 

Image
512 × 512

Comparison results of the proposed and existing methods

Kamil, S 27 Ray 25 Proposed Method

bpp Hiding Capacity PSNR bpp Hiding Capacity PSNR bpp Hiding Capacity PSNR

Baboon 928,000 3.21 43.32 881,383 3.01 44.59 1,152,683 4.21 56.12

Girl 821,344 3.22 43.18 851,343 3.22 44.21 1,032,421 4.12 55.01

Peppers 946,722 3.11 43.18 851,348 3.12 44.33 1,187,381 4.21 51.32

Lake 884,783 3.82 44.18 811,211 2.92 44.33 8,513,432 4.12 52.11

House 883,247 3.21 43.18 741,311 2.89 44.23 8,513,483 4.12 50.31

Tree 928,374 3.41 44.18 844,665 2.76 43.88 1,188,778 4.22 50.11

Lena 851,343 3.51 43.38 854,654 3.20 44.89 1,109,887 4.22 59.11

Splash 851,348 3.51 43.38 745,334 2.98 44.01 1,176,767 4.22 50.32

Average 886,895 3.37 43.49 764,138 3.01 44.30 12,459,962 4.31 52.17

Table 10.  Comparison of proposed method with state-of-the-art methods.
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HSI model, and acronoment method are also best for future work. Also, some machine learning techniques 
such as different deep learning architecture or unsupervised learning may be utilized for obtaining efficient 
steganography for secure communication between the sender and the receiver. Now GAN GAN-based models 
are also can be used for better and secure communication.

Fig. 10.  PDH Plot of Two standard images namely Lena and Pepper.

 

Fig. 9.  RS Plot of Lena, pepper, Baboon, and House standard images.
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