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Abstract: In today’s technological and stressful world, when everyone is busy in their daily routines
and places blind faith in pharmaceutical advancements to protect their health, the sudden, horrifying
effects of the COVID-19 pandemic have resulted in serious emotional and psychological impacts
in the general population. In spite of advanced vaccination campaigns, fear and hesitation have
become a part of human life since there are a number of people who do not want to take these
immunity boosting vaccinations. Such people may become carriers of infectious viruses, leading
to a more rapid rate of spread; therefore, this class of spreaders needs to be screened at the earliest
opportunity. In this context, there is a need for advanced health monitoring systems which can
assist the pharmaceutical industry to monitor and record the health status of people. To address this
need and reduce the uncertainty of the situation, this study has designed and tested an Internet of
Things (IoT) and Fog computing-based multi-node architecture was for real-time initial screening and
recording of such subjects. The proposed system was able to record current body temperature and
location coordinates along with the facial images. Further, the proposed system was able to transmit
data to a cloud database using internet-connected services. An implementation and reviews-based
working environment analysis was conducted to determine the efficacy of the proposed system. It
was observed from the statistical analysis that the proposed IoT Fog-enabled ecosystem could be
utilized efficiently.

Keywords: Internet of Things; fog computing; COVID-19; contactless; thermometer; facial
image recording

1. Introduction

Today, due to the lack of a completely effective vaccine against COVID-19 virus and
partial lifting of lockdowns globally, the pandemic situation is becoming more severe and is
affecting people emotionally and psychologically, which is also leading to corona phobias
among many people. Wuhan, China is considered the first epicenter of the COVID-19
virus, and due to its airborne nature and global spread, the number of infected cases and
the number of deaths due to COVID-19 are still increasing day by day [1–4]. The main
cause of spread is considered to be a lack of accurate detection measures, data storage
and possible cure for the novel coronavirus. The symptoms of COVID-19 infections are
usually fever, cough, sore throat, breathlessness, fatigue, and malaise among others [4].
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Due to the human-to-human transmission mode, the number of cases started increasing
exponentially [1,5]. The fear and anxiety associated with COVID-19 resulted from its rapid
spread, a lack of authenticated knowledge, a large number of reported deaths and a lack
of specific initial treatment and screening of COVID-19 patients [5–7]. Panic in the global
population increased with partial lifting of lockdowns all over the world, since a large
part of the population have asymptomatic novel coronavirus and are sometimes almost
unaware of their health situation. Such asymptomatic subjects become super spreaders,
and another wave of the COVID-19 pandemic might prove destructive to the human race.

The process of lifting lockdowns should be intelligent enough to accurately detect and
track the potentially infected patients throughout the particular nation. The major initial
symptoms of COVID-19 include fever, cough, sore throat, etc. and initial screenings could
be performed by the measurement of body temperature in a safe contactless manner. A
sudden rise in body temperature/high fever could be an initial indicator of COVID-19
used to determine a patient’s health status and this screening method has been adopted
worldwide [8]. Sometimes, human error in screening could become a factor in the growth
of an epidemic such as COVID-19. Technical or technological know-how was not available
during early pandemics or epidemics such as Severe Acute Respiratory Syndrome (SARS),
Asian Flu (1957), or the flu pandemic (1918) [9–12].

No doubt, health organizations around the globe and governments are doing every-
thing possible to provide SARS-CoV-2 vaccinations to save humanity from this deadly
virus and the pandemic situation. Regardless of such efforts, there is a certain probabil-
ity that some people do not want to receive such lifesaving vaccines, and the resulting
increased risk of virus spreaders/carriers becomes a concern. To diminish these risks an
initial screening is required, but the initial screening needs to be smart enough to capture
the complete information of such patients. This could assist health workers to take early
decisions based on tracking and monitoring the patient from a distance. To enable such
early interventions, the initial screening could be arranged at every point of entry and exit
and at public gathering places, so that the unknown spreaders could be identified, and
such screening requires a specially designed real-time monitoring system [13].

The work in the present paper describes the implementation of a specially designed
device for monitoring the body temperature of a subject. The device provides an alert
locally or remotely to a third party if the body temperature of the subject is determined to
be abnormal. The data from the initial screening of the general population would become
large to require the use of the cloud system to store the information of all screening subjects.

The fog and cloud-based device could measure the body temperature of the subjects
without contact with the skin and store the data on an internet-based secure server for
further analysis. In addition, the facial recognition algorithm could detect and store the
biometric information of subjects, which could be further matched with a secure local
government database. Access could then be given to authorized health workers to track the
records of particular subjects identified as virus spreaders during emergency situations such
as the COVID-19 pandemic. Trends in the stored database of detected persons could also
be analyzed on a regional basis to inform broader preventive measures. The contributions
of the present study include:

• Design of the IoT-Fog Computing-Based Multi-Node (FCMN) Architectural Frame-
work for Real Time Health Monitoring;

• Real-time analysis of the proposed FCMN-based real time health monitoring frame-
work;

• Statistical analysis for the validation of the proposed health monitoring framework.

Further, the paper is divided into different sections as follows. Section 2 reviews the
detailed studies related to the proposed work and also presents the general methodology,
which addresses currents needs in the area of health monitoring and IOT. The proposed
FCMN-based health monitoring system is explained in Section 3 along with a performance
analysis and evaluation of the results. The conclusion and future of the present work are
discussed in Section 4.
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2. Related Study and General Methodology

The revolution in technology and innovations such as internet services, smart phones,
smart gadgets and the emergence of fifth-generation internet services has enabled health
workers and professionals to provide online health services and analyze patients’ records
online through cloud storage [11,12,14,15]. The trend analysis of the health records of a
particular geographical region, particular disease or particular patient, could be possible
and further, predictions could be made with the advancement of technologies. Utilizing af-
fective computing and advanced electronic physiological sensors, cameras, locating devices
etc., machines could be able to adapt to different human states and perform diagnosis-
related activities without human-initiated errors [14–16]. Such high-level computing and
communication machines could collect health related data 24 × 7 and further, data analysis
could be performed on analytical platforms.

Most researchers in this area have efficiently utilized infrared based thermometers
to measure human body temperature in real time [17–19]. A fog computing-based facial
identification system was deployed in an industrial environment by Hu, et al. [20], who
implemented a local binary patterns-based algorithm over a cloud connected Fog system.
Kumar et al. [21] proposed an IoT-connected image recognition and navigation-based
assistive system for visually challenged people to support them with navigation. They
also implemented a cloud and IoT based system to identify the sensory environment of
autism impacted individuals and implemented an assistive system to reduce the impact of
surrounding over sensitive inputs by providing alerts and feedbacks. Kaur & Sood [22]
utilized an IoT-based framework for the surveillance of wildfire and a cloud system was
implemented to store and analyze the collected data from internet connected sensors.

Kaur et al. [23] focused on Internet of Things (IoT) based applications along with
fog computing for monitoring, collection of data and proper analysis of collected data in
drought areas. The collection and analysis parameters included humidity, temperature,
soil moisture and groundwater. The data was collected remotely with the help of IoT-
based modules and the analysis for drought prediction was performed efficiently. Javed
et al. [24–26] analyzed human body temperatures through a sensor-based IoT system in a
heat stroke scenario. They utilized a specially designed sensor-based wristband to measure
changes in body temperature, and the device issued an alert to the caregivers regarding
adverse case conditions. Kshirsgar et al. [27] utilized a sensor-based IoT and cloud system
for managing the most sensitive Neonatal Intensive Care Unit (NICU) and implemented
various sensors for measuring and controlling the humidity, temperature, and heart rate of
the patients. The patients’ health conditions were also analyzed through IoT and cloud-
connected systems. A heart rate and body temperature measurement system along with an
error sensing technique was developed by Wijaya et al. [28] and achieved an error of less
than 0.55 percent. Handheld devices, mobile technologies and multi-location architectures
have played vital role in the implementations of disease detection technologies [29–32].

It is necessary to closely monitor the anonymous spread of the present COVID-19,
especially when an individual is unaware of their infection and could spread the virus
unknowingly. Real time monitoring is essential to stop such infections from spreading, and
the real time internet-connected cloud-based monitoring and recording of data related to
human subjects such as body temperature, facial image, location of capture, etc., could be
considered as the need of the hour. Such monitoring could also be required at different
locations where people gather in larger numbers. Figure 1 illustrates the proposed general
methodology where monitoring at different venues and locations connected to a centralized
cloud database server could be utilized to provide remote monitoring and analytics about
the health of the screened individuals.
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3. Proposed System

As COVID-19 continues to threaten global populations with its rapid transmission,
the prototype of a specifically-designed assistive technology is proposed. This technology
could record and transmit human body temperatures in a contactless manner, collect the
facial images of the same human subjects and identify the global positioning satellite
(GPS) location of the subjects. The fog-based record could be stored on a local server
for immediate analysis and simultaneously, the design of the proposed system has the
capability to transmit and store the data in the cloud database through fog computing
architecture for future monitoring and analysis. The conceptual diagram and workflow of
the proposed system is presented in Figure 2. To meet the need of the hour, the proposed
system could be installed at various locations through fog-based multi-node architecture
and further, the monitoring and analysis could be performed by health-workers at a
distance through the cloud storage.

The design architecture of the proposed system is divided into three stages: the Fog
Computing-based Single Node (FCSN) architecture, the hardware design of FCSN, and
the Fog Computing-based Multi-Node (FCMN) architecture. The detailed discussion of
the platform aims to understand the work flow of a single node and the interface circuitry
with other components. Further, the hardware design and interface requirements for
the FCSN architecture of the proposed system are crucial to understanding its proper
implementation. Finally, to reduce the technical or human errors in recording and tracking
the health conditions of the patient/subjects, the FCMN architecture is proposed.

3.1. Fog Computing-Based Single Node (FCSN) Architecture

The work flow of the FCSN architecture of the proposed system is presented in Figure 3.
The FCSN node is designed to collect human body temperatures, a facial image and GPS
location through a specially designed hardware interface. The hardware interface of the
proposed FCSN is presented in Figure 4. Human body temperatures are collected through
a thermal and infrared-based contactless temperature sensor and high-definition facial
images are collected using a five megapixels web camera. The data collection and wireless
transmission are controlled by a Raspberry Pi 3 microcomputer. A 7-inch LCD display
screen is attached to the Raspberry Pi 3, which is capable of displaying the subjects’ body
temperatures, facial image and current location coordinates of the data collection venue



Appl. Sci. 2022, 12, 9845 5 of 15

using a GPS module. The captured health and social data is then stored on the local server.
The tabular structure of the local storage database which includes a serial-number, body
temperature, facial image, date-time and GPS location, is presented in Figure 4. The serial
number is an auto-generated number on the local system. The body temperature, facial
image and GPS location are provided by the attached hardware device, and the date-time
is provided by the local Fog system. Before storing in the local database, public key data
encryption is implemented on the recorded data.
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3.2. IoT-Fog Computing Supported Multi-Node (FCMN) Architecture

The proposed system could be very effective in the current outbreak of COVID-19 and
also useful in monitoring health on a regional basis, during epidemic disease outbreaks
or at a patient level. Almost, the whole world has been in long lockdown conditions to
control the spread of the deadly COVID-19 virus. However, it is essential that after the end
of the lockdowns, the COVID-19 patients or unknown spreaders are identified, properly
tracked and monitored. The multi-node architecture of the proposed system could be
able to perform the initial screening at various locations, and store the social facial image
and GPS location of the particular subject. The FCMN architecture is the combination of
connected 1-to-N FCSN nodes located at various locations.

The conceptual workflow of the FCMN architecture of the proposed system is pre-
sented in Figure 5. The initial screening data, such as body temperature, facial image
and GPS location is encrypted and transmitted by individual FCSN nodes in real-time
to an internet-connected cloud database server. The remote monitoring system for the
assigned health-worker or government authorities could also be implemented for real time
monitoring of health record trends of particular geographical regions, epidemic diseases or
particular patients. The travel track of a specific subject or patient could also be monitored
through the facial image match algorithm and the health data of the patient together with
GPS coordinates could be stored in a cloud database with the date and time of the data
records, while maintaining appropriate privacy protection of the data. The hardware con-
nectivity and detailed architecture of FCMN is presented in Figure 6. In the present work,
the student and research access version of the software named “Tableau Software” [33]
was utilized.
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3.3. Working Methodology

To meet the requirements for the current need-of-the-hour initial screening, N-number
of FCSN systems could be implemented at N-number of different locations to perform
screening. The N-FCSN systems could store the health data of the subject and further
transmit the encrypted version to a wireless-connected cloud database server. The detailed
flow of the working methodology for the proposed system is presented in Figure 7. The
step-by-step procedure is as follows:

Step 1 Installation of N-FCSN system nodes at N-locations
Step 2 At different locations, health and social data is fetched by each FCSN system node

with click buttons provided such as:

a. Fetch social data as a facial image by contactless means through the attached
camera with FCSN.

b. Fetch human body temperature by contactless means using an infrared ther-
mopile attached with FCSN.

c. Fetch present location of screening using GPS locating sensor attached with
FCSN where facial image and temperature were fetched.

Step 3 Thereceived data is pre-processed and if the proper data cannot be fetched at a
particular FCSN node location, then Step-2 is repeated at the respective location.

Step 4 The fetched data is displayed on the local display screen with each FCSN and also
stored on the local database server in the prescribed format.

Step 5 The received data is then encrypted to secure transmission and pre-processing is
performed to remove any redundancy.



Appl. Sci. 2022, 12, 9845 8 of 15

Step 6 Transmission of encrypted data from FCSNs deployed at different locations to cloud
databases using a wireless internet connection.

Step 7 At the centralized cloud database server, the social facial image, health data and
location of capture are stored for run time monitoring and analysis by the authorized
health worker and local government officials.
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4. Results Analysis

The real-time performance of the proposed multi-node-based health monitoring sys-
tem is evaluated in this section. The real-time evaluation included the real-time data
collection at different locations, pre-processing, comparative analysis and statistical analy-
sis of the proposed device.

4.1. Data Collection and Analysis

For the evaluation of the proposed health monitoring framework, real-time data
collection played a vital role. During real-time data collection, the anonymous subjects
were monitored at four different places both public and private including a work center,
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a shopping complex, a bus terminal and a medical center, as shown in Figure 1. The
monitoring was performed at the entry points of all the data collection venues. The test
dataset included the body temperature of 5278 subjects of all ages along with facial images
and GPS locations of the respective subjects. During the process of data collection, both
the proposed FCMN-based monitoring system and standard market available devices
were utilized and a selection of the data at different locations is presented in Table 1. The
measurement errors due to human negligence were removed during pre-processing of the
data. Further, it was observed from the comparative analysis of received data as presented
in Table 1 that the proposed health-monitoring framework worked with a minimal amount
of error, as presented in Table 2. The graphical analysis of the proposed monitoring device
is presented in Figure 8.

Table 1. Data collected at different locations.

Test
Number

Body Temperature (Measured in Degrees Fahrenheit)

Location 1
(Work Center)

Location 2
(Shopping Complex)

Location 3
(Bus Terminal)

Location 4
(Medical Center)

Proposed
Device

(PD)

Standard
Device

(SD)

Proposed
Device

(PD)

Standard
Device

(SD)

Proposed
Device

(PD)

Standard
Device

(SD)

Proposed
Device

(PD)

Standard
Device

(SD)

1 98.3 98.5 98.1 98.2 97.3 97.7 98.1 98.2

2 98.7 98.6 98.3 98.5 98.7 98.5 96.9 96.7

3 98.4 98.3 98.2 98.5 98.6 98.7 97.9 98.1

4 98.2 98.5 97.6 97.4 98.5 98.7 98.6 98.5

5 98.5 98.6 98.9 98.8 98.2 98.5 98.7 98.8

6 96.5 96.7 98.3 98.4 98.8 99.0 99.1 98.9

7 98.6 98.5 97.4 97.2 98.4 98.6 98.6 98.4

8 98.8 98.9 98.6 98.5 97.5 97.8 98.7 98.5

9 97.2 97.4 98.3 98.4 98.7 98.6 98.9 98.5

10 98.7 98.5 98.5 98.6 98.3 98.2 98.6 98.7

Table 2. Analysis of proposed system.

Mean Error in Temperature
Measurement between Proposed

and Standard Devices
∑N

1 ABS(PD−SD)
N

Mean Error (in Degrees Fahrenheit)

GPS Location
Fetched

Facial Image
Fetched

Data Received by
Server

Location 1
(Work centre) 0.016 Yes Yes Yes

Location 2
(Shopping complex) 0.015 Yes Yes Yes

Location 3
(Bus terminal) 0.021 Yes Yes Yes

Location4
(Medical centre) 0.018 Yes Yes Yes

Average error 0.07 No failure identified
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Figure 8. Comparative analysis of proposed monitoring device with standard device at four different
locations.

In the FCMN-based proposed monitoring system, the subject-specific data is stored on
a cloud server as serial number, body temperature, facial image, date and time along with
the GPS location of the subject. The privacy of the health data was taken into consideration
and the received data was encrypted while stored on the cloud server. The continuous
updating of the database of respective subjects helped to monitor subjects who have a
regular increase in body temperature and continue to move around in public locations.
This provision of the proposed framework could help the government health workers to
take necessary measures to control such activities and provide proper medications to the
subjects. In addition, using the proposed health monitoring framework, the authorized
health workers and local government bodies could obtain a comparative day-by-day
analysis of the disease trends on the basis of region, state or specific subjects, as presented
in Figure 7.

4.2. Statistical Analysis of User Satisfaction

The performance of the proposed health monitoring system was also analyzed sta-
tistically from the perspective of device users. For this evaluation, a real-time analysis
of users’ reviews was conducted to determine the views of users with different knowl-
edge levels, such as Graduates (Technical), Graduates (Non-Technical), Undergraduates
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(Technical), and Undergraduates (Non-Technical). The analysis was performed based on
a questionnaire which included questions related to the handheld device, temperature
measurements, location identifications, facial image utilization, data recording, and data
visualization. All the survey activities were conducted in accordance with the regulations
of the local Government of Punjab (India) and national (Government of India) governments,
such as social distancing, sanitizing, face masks, etc. The demographic characteristics of
participating individuals are presented in Table 3. The observations recorded are presented
in Table 4. Further, a statistical analysis was performed and is presented in Table 5.

Table 3. Demographic characteristics of participants.

Gender Total Number of Participants
(Age from 18 to 40 Years)

Education Bifurcation of
Participants

G(T):G(NT):UG (T):UG(NT)

Male 15
11:5:6:3

Female 10
G(T)—Graduates (technical), G(NT)—Graduates (non-technical), UG(T)—Undergraduates (technical), UG (NT)—
Undergraduates (non-technical).

Table 4. Surveyed outcomes of proposed system.

CG TM HE LI FIU DR DV Average

1-G(T) 7 6.5 7 7 8 6.5 7.0

2-G(T) 7 7 8 6 5.5 6 6.6

3-G(T) 6 6.5 5 7 6 5.5 6.0

4-G(T) 4 4.5 5 4 3.5 4.5 4.3

5-G(T) 6.5 8 5.5 5.5 6 8 6.6

6-G(T) 6 7 6 6.5 8 6 6.6

7-G(T) 8 6.5 7 8 8 6 7.3

8-G(T) 9 8.5 8 7 7.5 8 8.0

9-G(T) 6 8 6 7 7 4.5 6.4

10-G(T) 5 7 8 7 8 8 7.2

11-G(T) 8 5 5 5 6 4 5.5

12-G(NT) 5 6.5 6 8 6 6.5 6.3

13-G(NT) 8 6 8 4 8 6.5 6.8

14-G(NT) 6 6 8 6 5.5 6 6.3

15-G(NT) 7 6 6 6.5 5 8 6.4

16-G(NT) 7 5 4 4.5 4 4 4.8

17-UG(T) 8 7 8.5 8 8.5 8 8.0

18-UG(T) 7 6.5 8 5 6 6.5 6.5

19-UG(T) 8 4 5 5 5.5 8 5.9

20-UG(T) 4 7 7 8 4 7 6.2

21-UG(T) 8 5 8 4.5 7 6 6.4

22-UG(T) 7 5.5 6 6 8 5 6.3

23-UG(NT) 6 8 6 6 8 7 6.8

24-UG(NT) 6 6 7 6 7 8 6.7

25-UG(NT) 7 6 7.5 6.5 7 6.5 6.8

CG—Caregiver group, TM—Temperature measurement, HE—Handling easiness, LI—Location identification,
FIU—Facial image utilization, DR—Data recording, DV—Data visualization.
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Table 5. Statistical analysis of surveyed outcomes.

Statistical
Parameter TM HE LI FIU DR DV Overall

Average

Mean 6.66 6.36 6.62 6.16 6.52 6.40 6.47

SD 1.28 1.13 1.28 1.24 1.44 1.31 0.81

4.3. Discussion

The performance of the proposed IoT-Fog FCMN-based health monitoring system was
compared with the standard market available devices to measure body temperature. The
results of the evaluation are presented in Table 3 and Figure 8. The results show that the
measurements of both devices were satisfactory with minimum errors. The proposed device
was also found to be satisfactory in identifying GPS locations at different locations and
also accurately captured facial images of the subjects under consideration. The device was
found to be proficient in transmitting data to internet connected server immediately after
fetching the temperature, location and facial images. The user experience while using the
proposed framework was also captured during the evaluation process and the observations
are presented in Tables 4 and 5. The results based on different user satisfaction parameters
were found to be satisfactory. Around 92 % of participants gave an above average grading,
which means more than 5 on a scale of 0 to 10, and the overall average was 6.47 on the scale
of 0 to 10. Further, the statistical parameters presented in Table 4 were are positioned on
the positive side of the proposed system with overall standard deviation, SD = 0.81 and
Mean = 6.47 for the observed mean values with respect to individual participants. Symbols
and notations are mentioned in Table A1.

5. Conclusions and Future Work

When the spread of deadly viruses such as COVID-19 create widespread global con-
cern, smart and assistive technologies could provide some relief in the detection, diagnosis
and medication of infected people. The proposed FCMN-based health monitoring system
could be used efficiently for monitoring initial health parameters irrespective of the sub-
ject’s negligence or insufficient knowledge about epidemic diseases such as the COVID-19
virus. If mass initial screening could be performed by the proposed system, then social and
health data could be stored on a centralized cloud server. If infected patients then mislead
health workers concerning their health status, the patients’ travel activities could be moni-
tored with multiple screenings at various locations that are equipped with the proposed
system and are visited by subjects. Additionally, the human error in performing the initial
screening could also be reduced. If the proposed system could be implemented at various
locations and continuous screening was performed, then the health worker could also
perform a trend analysis based on stored health data and could predict irregular/atypical
temperature trends on a region or patient basis. The health worker could also predict the
outbreak of some unknown diseases from the recorded temperature trends. The hidden
patients with a particular disease could also be tracked by the proposed system. In the
future, the proposed system could also assist with the identification of unknown intruders
in the country by immediate health screening and further social image matching with
available government databases. Since the proposed system has the capability to record the
social facial image of citizens, it could be helpful in population registration using available
government-issued identity cards.
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Appendix A

Table A1. Table of Symbols and Notations.

Sr No Symbol or Notation Detail

1 IoT Internet of Things

2 SARS Severe Acute Respiratory
Syndrome

3 FCMN Fog Computing Based Multi
Node

4 NICU Neonatal Intensive Care Unit

5 GPS Global Positioning Satellite

6 FCSN Fog Computing based Single
Node

7 PD Proposed Device

8 SD Standard Device

9 ABS Absolute

10 G(T) Graduates (Technical)

11 G(NT) Graduates (Non-Technical)

12 UG(T) Under Graduates (Technical)

13 UG (NT) Under Graduates
(Non-Technical)

14 CG Caregiver Group

15 TM Temperature Measurement

16 HE Handling Easiness

17 LI Location Identification

18 FIU Facial Image Utilization

19 DR Data Recording

20 DV Data Visualization

21 SD Standard Deviation
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