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ABSTRACT

Secure and scalable authentication remains a fundamental challenge in Internet of Things (loT) networks due to constrained
device resources, dynamic topology, and the absence of ceniralized trust infrastructures. Conventional password-based and
certificate-driven authentication schemes incur high computation, storage, and communication overhead, limiting their suitability
for large-scale deployments. To address these limitations, this paper proposes ScLBS, a federated learning (FL)—based
self-certified authentication scheme for distrituted and sustainable lIoT environments. ScLBS integrates self-certified public
key cryptography with FL-driven trust adapiation, enabling decentralized public key derivation without reliance on third-
party certificate authorities or exposure of private credentials. A zero-knowledge mechanism combined with location-aware
authentication strengthens resisiance to impersonation, Sybil, and replay attacks. Hierarchical key management supported by
a BT-tree enables efficient group rekeying and preserves forward and backward secrecy under dynamic membership. Formal
security verification is conducted under the Dolev—Yao adversary model using ProVerif, confirming secrecy of private and
session keys (SKs) and correctness of authentication. Extensive NS-3 simulations and ablation analysis demonstrate that
ScLBS achieves lower authentication delay, reduced message overhead, improved network utilization, and decreased energy
consumption compared to representative loT authentication schemes, while maintaining bounded FL overhead. These results
indicate that ScLBS provides a balanced trade-off between security strength, scalability, and resource efficiency for constrained
loT networks.

Introduction

All devices within an IoT network possess internet connectivity and computational capabilities'. Embedded sensors and
actuators within various physical devices collect and disseminate information based on their usage and the network environment?.
Sensors consistently transmit data about the operational status of devices every minute. The IoT’s applications span diverse
fields, from agriculture to aeronautics, fostering the emergence of new opportunities and businesses. This, in turn, gives rise
to innovative services and applications that operate without direct human involvement’. Consequently, there is a demand for
novel approaches in interpersonal interaction, computation, and networking to accommodate these emerging IoT applications,
ultimately enhancing the quality of life for users®.

Due to the substantial volume of data and large-scale connectivity, ensuring security is imperative when establishing
IoT networks. Notably, the Mirai malware botnet, which targets IoT devices, has orchestrated large-scale remote attacks’.
In addition, several ransomware variants have infiltrated IoT environments worldwide®. Since many IoT devices exchange
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personal and sensitive information, these incidents highlight the need for stronger authentication and authorization mechanisms.
However, IoT devices typically operate under constraints such as limited energy, storage, and computational capability, which
restrict the applicability of conventional cryptographic techniques. Moreover, large-scale data processing in IoT systems limits
the effectiveness of centralized attack detection mechanisms’. As a result, secure and lightweight authentication remains a
critical challenge in distributed IoT environments.

To address these challenges, recent research has explored the integration of FL within IoT networks to enable collaborative
learning without transferring raw data to centralized servers. FL allows devices to learn from distributed data while preserving
privacy, making it suitable for resource-constrained and privacy-sensitive IoT applications. Unlike conventional centralized
learning approaches, FL supports distributed intelligence by sharing model updates rather than sensitive device data, thereby
reducing privacy risks and communication overhead. This paradigm aligns naturally with IoT environments, where devices are
geographically distributed and operate autonomously.

In this work, FL is not employed as a standalone optimization or prediction tool. Instead, it is tightly integrated with a
self-certified public key cryptographic framework to support distributed authentication in IoT networks. The proposed scheme
enables devices to derive public keys and update trust-related parameters collaboratively without exposing private credentials or
relying on centralized certificate authorities. This integration allows authentication decisions to adapt dynamically based on
historical interactions, device identity, and contextual information, while maintaining privacy and scalability.

Furthermore, ScLBS incorporates a zero-knowledge-based public key generation mechanism, allowing devices to au-
thenticate without revealing secret information. Device location is considered as an additional authentication factor through
a trust-based verification approach, strengthening resistance against replay, impersonation, and node replication attacks. A
hierarchical SK establishment mechanism is adopted to improve scalability and reduce rekeying overhead in dense IoT
deployments.

The performance improvements achieved by ScLLBS are primarily attributed to three design aspects. First, the self-certified
architecture eliminates frequent certificate exchanges, leading to reduced authentication delay and message overhead. Second,
FL-driven adaptive trust scoring minimizes repeated authentication attempts by continuously refining trust levels based on
prior interactions. Third, the hierarchical key establishment mechanism reduces communication complexity during group
authentication. These combined features contribute to significant reducrions in communication delay, network utilization,
message overhead, and energy consumption, as demonstrated through experimental evaluation.

Motivation

The motivation for an proposed scheme for distributed and sustainable IoT networks arises from the need to address security,
scalability, and resource efficiency challenges simultaneously. Privacy-preserving collaboration is a key motivation, as FL.
enables [oT devices to learn and adapt collectively without sharing sensitive data. This characteristic is particularly important
in IoT environments where personal and mission-critical information is frequently exchanged.

Resource efficiency further motivates the proposed scheme. Sustainable IoT operation requires minimizing energy
consumption and communication overhead. FL facilitates localized model updates, reducing the need for continuous data
transmission to centralized servers and conserving both energy and bandwidth. In addition, FL allows IoT devices to adapt
authentication-related trust parameters dynamically, reducing redundant computations and repeated authentication attempts.

Scalability is another important motivation, as IoT networks often consist of a large number of heterogeneous devices.
The proposed self-certified framework supports scalable authentication by eliminating centralized certificate management and
enabling hierarchical key establishment. Moreover, incorporating location-aware trust enhances authentication robustness while
maintaining lightweight operation.

From a broader perspective, implementing an ScLBS supports sustainable decision-making by enabling devices to
continuously refine security and resource utilization strategies based on collective learning. This adaptability fosters long-term
operational efficiency and enhances user trust by providing transparent and verifiable authentication mechanisms in distributed
IoT environments. The major contributions of this paper are as follows:

* A tightly integrated FL-based self-certified authentication framework that enables distributed public key derivation
without relying on centralized certificate authorities.

* A two-factor authentication mechanism based on device identity and location, strengthened through FL-driven adaptive
trust evaluation.

* A zero-knowledge-based authentication approach that allows secure public key verification without exposing private
credentials.

* A lightweight hierarchical SK establishment mechanism that reduces authentication delay, communication overhead, and
energy consumption in large-scale IoT networks.
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The rest of the paper is structured as Section 2 detailed an explanation of secure authentication protocols in a literature review.
The proposed ScLBS protocol is discussed in Section 3. Section 4 describes the performance analysis. Finally, Section 5
encapsulates the conclusion and future work of the paper.

Literature Review

IoT connects the internet to various computing devices used in daily life. The IoT and its security are currently one of the
most contentious topics. The 10T is a setup of low-configuration sensors that provide solutions for various applications such
as wearables, the armed forces, and smart cities®. The openness of IoT networks leads to large-scale deployments, which
introduces significant security challenges. Securing IoT devices is critical due to their heterogeneous behavior and exposure to
attacks such as interference, password compromise, malware, viruses, and spyware.

Based on standard communication protocols, networks of interconnected devices are uniquely accessible in IoT environ-
ments. However, most IoT devices remain vendor-specific and lack unified security norms. Security mechanisms are often
overlooked due to the computational complexity and resource-intensive nature of conventional cryptographic techniques. As a
result, traditional security solutions fail to meet the stringent requirements of constrained IoT networks” . Recent studies
have highlighted the need for lightweight, privacy-preserving authentication mechanisms that balance security with resource
efficiency!!.

In secure IoT communication, devices must verify the authorization of external entities before exchanging information
Authentication plays a central role in preventing unauthorized access to the network. However, the large scale and dynamic
nature of IoT networks make device identification challenging. Password-based authentication remains one of the most
widely adopted mechanisms'# !5, Several password-based schemes have been proposed for IoT environments'®17, yet these
approaches suffer from weaknesses such as poor password selection, frequent update overhead, and vulnerability to dictionary
attacks®*. To address these limitations, recent works have explored lightweight mutual authentication schemes that reduce
credential exposure while maintaining security guarantees. Sharma and Dhiman® proposed a privacy-preserving authentication
framework for smart home IoT environments, demonstrating reduced computaiional overhead while improving confidentiality.

Public key cryptography is another widely adopted approach for ensurisig secure communication between IoT devices '8 1.
Mutual authentication schemes based on public key infrastructures have been proposed to validate device authenticity?2. For
example, RSA-based authentication mechanisms integrated with DTLS have been introduced to secure IoT communications®%2!.
Although these schemes provide message integrity and confidentiality, their reliance on large key sizes makes them unsuitable
for resource-constrained IoT devices>>. To overcome these challenges, recent research has focused on lightweight and
addressing-based authentication mechanisms. Sharma and Dhiman*3 introduced secure addressing and mutual authentication
schemes that improve scalability and reduce computational overhead in IoT networks.

Despite these advancements, existing authentication schemes often rely on centralized trust authorities or static credential
management, which limits scalability and adaptability. Multifactor authentication mechanisms have also been explored to
enhance security, yet they frequentiy introduce additional computation and communication costs. Sharma and Dhiman3®
proposed a multifactor unidentified remote user authentication mechanism for IoT networks, addressing anonymity and
resistance to impersonation attacks. However, such schemes still face challenges in dynamic, large-scale IoT deployments
where trust levels and network conditions evolve continuously.

Table 1 presents a comparative analysis of the proposed method and peer-competing routing protocols, highlighting the
limitations of existing approaches in terms of scalability, computational complexity, and adaptability.

12,13

Gaps identified in literature

The lack of precise network architecture definitions, highly resource-constrained IoT devices, and device mobility significantly
complicate the design of secure group key (GK) management protocols>:2°. Although several GK agreement schemes have
been proposed, many fail to fully address loT-specific requirements due to unpredictable group membership and frequent device
mobility?’~>°. Devices may dynamically join or leave the network, increasing rekeying overhead and communication cost.

Recent authentication schemes, including privacy-preserving and multifactor approaches**~3°, improve resistance to
impersonation and credential compromise. However, these schemes often rely on static trust assumptions or centralized control,
limiting their effectiveness in highly dynamic IoT environments. There remains a need for adaptive authentication mechanisms
that can evolve based on device behavior, interaction history, and contextual information while remaining lightweight.

The integration of FL into IoT ecosystems introduces opportunities for distributed trust adaptation but also presents
challenges. Technical complexity, data heterogeneity, and security vulnerabilities continue to hinder widespread adoption®®-3!.
Furthermore, the lack of standardized frameworks for FL-based security mechanisms limits interoperability across heteroge-
neous IoT devices.

Energy consumption remains a critical concern, as FL-based schemes may still impose computational overhead on
constrained devices. Without careful design, the energy cost of local model updates and aggregation may offset the benefits of
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reduced data transmission. In addition, data governance and ownership issues in FL-based IoT environments introduce trust
and compliance challenges among stakeholders. These gaps motivate the need for an FL-integrated self-certified authentication
framework that supports distributed trust adaptation, lightweight public key management, and scalable GK establishment
without relying on centralized authorities.

Table 1. Comparative analysis of the proposed ScLBS framework with recent cluster-based routing and authentication-related
IoT schemes

Reference Network Cluster / CH/BS / Algorithm Primary Adaptivity / Location
Group Formation Auth Selection Complexity Role Dynamics Awareness
17 Homogeneous Distributed Random on?) Relaying Low Required
» Homogeneous Distributed Random on?) Relaying Low Required
30 Homogeneous Centralized Random on?) Relaying Low Required
3 Homogeneous Centralized Random on?) Relaying Low Required
24 Heterogeneous Centralized Energy and traffic-aware o(n?) Relaying Moderate Required
23 Heterogeneous Semi-centralized ~ Local FL model updates o(n?) Relaying Moderate Required
2 Heterogeneous Centralized Meta-learned policy O(nlogn) Relaying Dynamic Partially required
33 Smart Home IoT Static grouping Credential-based O(n) Authentication Low Not required
34,35 Heterogeneous Address-based Secure addressing O(n) Authentication Moderate Not required
36 Heterogeneous Session-based Multifactor validation O(n) Authentication Moderate Not required
Self-certified keys, s .
Proposed Heterogeneous Centralized FL-based trust scoring, O(log,n) Alihentlcat} on+ nghl}., N(.)t
ggregation dynamic required

network dynamics

Proposed Method

This section introduces the ScLBS tailored for IoT devices, featuring a computationally efficient two-factor authentication
protocol based on FL. The authentication process involves the generation of public keys, utilizing FL and considering a device’s
identity and location. Subsequent to authentication, a SK is generated, enabling secure communication among devices. The
ScLBS encompasses two secure and lightweight algorithms dedicated to authentication and SK generation, utilizing Enhanced
Elliptic Curve Cryptography (EECC). Additionally, the SCLBS adopts a hierarchical topology, enhancing network scalability.
Leveraging the zero-knowledge technique for public key generation, the SCLBS mitigates potential attacks, including location
replication, replays, and node captures. Further details of the work are elaborated in the subsequent sections.

FL Integration in ScLBS

Unlike conventional FL-based 10T authentication schemes that employ supervised or deep learning models for identity
classification, ScLBS adopts FL as a decentralized trust adaptation and parameter coordination mechanism. Each IoT
node locally maintains a lightweight trust model that captures behavioral consistency indicators, including location stability,
transmission range coherence, and authentication success history. Local model updates are computed without exposing raw
measurements, private keys (PKs), or location coordinates.

At the end of each communication round, only normalized trust gradients are shared with the regional node, which performs
federated aggregation using a weighted averaging strategy. The aggregated model updates are then redistributed to participating
nodes, enabling consistent trust evaluation across the network while preserving data privacy. This design eliminates the need
for centralized training datasets and avoids the computational overhead associated with deep neural inference on constrained
devices.

FL Training and Aggregation Workflow
Let 7; denote the local trust model maintained by node i. During each round, node i updates 7; using locally observed
authentication outcomes and context consistency metrics. The regional node aggregates the received updates as

70 — Y )

=

Il
-

where w; reflects node reliability and participation history. No raw authentication data or cryptographic secrets are exchanged
during this process. The FL cycle operates asynchronously and at low frequency, ensuring negligible impact on authentication
latency.
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Design Overview

A large grid of IoT devices is implemented in applications such as wireless body area networks, vehicular networks, and smart
environments to monitor varying physical quantities. For secure machine-to-machine communication, IoT networks require a
computationally efficient and simple authentication scheme. Figure 1 illustrates the workflow of proposed method.
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Figure 1. FL-based self-certified authentication scheme

This work assumes that the devices in the IoT are well-conrnected and resistant to node failure. In the provided topology,
each Sensing Node (SN) possesses limited computation and storage capabilities. The SN detects the interest and relays it to the
Reporting Node (RN), which is equipped with advanced computation and storage capabilities for data aggregation. Ultimately,
the aggregated and filtered data is transmitted to the Base Station (BS). End-to-end data security is ensured, where sensing data
is collected and transmitted as event reports from various SNs to the BS. These reports must be kept private and obtained from
an authenticated source node. Furthermore, in the event of a node compromise, the impact should be limited to its immediate
vicinity. Even if one or more nodes are compromised, the SCLBS prevents the adversary from gaining control of the network.
Notations and their meanings are referred from Table 2.

After deployment, the unique geographic location of each SN is stored using a secure localization scheme. The RN saves
its own location along with the locations of all SNs. Let’s assume the location, denoted as tgy, is represented as a point with
coordinates y and 8 (1sy = (T, A)).

Adversary Model

The RN is assumed to be secure against attacks, while the adversary has the capability to compromise multiple SNs at random.
In other words, legitimate node information can be utilized to launch a node replication attack, enabling attacks such as traffic
analysis, packet injection, and message content release. If a node is compromised, the adversary can conduct fabrication and
modification attacks.

FL-Based Authentication Scheme

The ScLBS divides SNs using the region-wide digital partition method. In this approach, a target region is segmented into
multiple circularly represented cells, and each node’s location is expressed in terms of coordinates y and &, with the BS set as
the reference point (¥, &).

The ScLLBS employs EECC to validate the claimed positions of IoT nodes in security areas. Subsequently, shared secure
SKs are established between SN and RN for data encryption. Underpinning the ScLBS is a FL-based self-certified public
key system. During authorization, the RN generates the SN’s public key without knowledge of the SN’s PK, and the SN’s
location is also verified for additional authentication. Following this two-level authentication, an SK is generated, which is
used for message encryption and decryption during secure communication between SN and RN. The RN manages encrypted
connections and transmits data packets to the BS. The authentication process is divided into three stages: the Initialization
Phase (IP), the Registration Phase (RP), and the Secure Phase (SP).
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Table 2. Notations and Acronyms Used

Notation Meaning
SN Sensing Node
RN Reporting Node
BS Base Station
IDgy, IDgy  Identity of SN and RN
IsNs LRN Geographic location of SN and RN
(v,90) Coordinate representation of node location
R Communication range of a node
& Elliptic curve defined over finite field
P, Finite field of order p
v Base point on the elliptic curve
n Order of the elliptic curve base point
XSNs XRN PKs of SN and RN
Qgn, Qry Public keys of SN and RN
Ogy Master secret key of SN
h(-) One-way cryptographic hash function
UsN, URN Counter values of SN and RN
RTsy Request token generated by SN
WTrn Witness token generated by RN
TRsy, TRgy  Time-variant random numbers of SN and RN
Tsn, Try Session tokens of SN and RN
STsy, STry ~ Session tokens for key derivation
SK Session key
o Trust factor assigned to SN
w Weight factor for trust update
T Random scalar selected by sender
Kgi, Ky SKs computed by sender and receiver
K Derived GK
G; Intermediate public value for GK derivation
() Function returning y-coordinate of EC point
M Plaintext message
Ci, O Ciphertext components
@ Bitwise XOR operation
s Receiver’s PK
Dsk (+) Decryption function using SK
Esk () Encryption function using SK

P

The initial settings required for the authentication scheme to be established are as follows,

* Field length p is 320 bits, with elliptic curve & over @, defined as & : §* = ¥ + ay+ B, (@, ) € @, ensuring

8a* +32B% (mod p) # 0.

* ¥ is the base point of order n.

* I'(Z) returns the y-coordinate of point Z.

* Both SN and RN share hash function /(.) and master key ®gy.

A node’s public key, denoted as €, is calculated as the result of the EECC point multiplication operation between the PK x

and the base point ¥, expressed as Eq. 1,

Q=yxyx¥
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Algorithm 1 FL-based Authentication Verification of SN

Require: PK sy, positions igy and igy, counters Lsy and gy, range R
Ensure: Verification of SN authenticity
1: Initialize counters: usy <— 0, Ury <0
Compute request token RTsy = h(1sy || IDsy||®sy)
Transmit request (igy, RTsy, R) to RN
if Distance(ign, 1sv) < R then
Qgy = RTsy ¥ h(tsy||Rry) % v
WTrn = h(isn||Rrn) + Xrv + h(1sn||Qsy) (mod n)
RN sends (Qgy, WTgy) to SN
SN computes xsy = WTgy + (Qsy|[IDsy||tsy) (mod n)
Verify xsy and return success
else
Reject authentication
end if

R A A ol

_ = =
» o2

RP
In this phase, as each SN enters the network, it registers with the RN. The steps involved in Ngp are explained as follows.

* The SN possesses its location igy = (1, 81), identity IDgy € [2,n — 2], and master key Ogy € [2,n — 2]. It generates a
request token R7sy according to Eq. 2:

RTgy = h(Osy|[IDgy ||1sn) + ¥: 2

The SN subsequently transmits a Registration Request (RQ) to the RN, along with the radius of the SN’s secure circular
area and RTgy.

 After receiving the RQ, the RN verifies the SN’s location, 1y, with a trusted neighboring node of the SN by executing
the Location Verification algorithm described in subsection ??. Then, using the Eq. 3, RN with the location tsy=(}3, 52)
verifies the transmission range R of the SN.

(n—1)*x (& —&)* <R 3)
If the device falls within the R range, RN considers it for registration, and the SN initiates the registration process.
* The RN generates a time-variant random number, Rgy € [4,n — 4], and uses it to estimate Qgy with Eq. 4.

QSN = RT x h(lSN”RRN) X \P; (4)

* The RN generates a witness token, W Tzy, for the SN using its ygy as described in Eq. 5.
WTry = h(isn[|Rrv) X ey + (h(1sn||Qsy))  (mod n); ®)
The RN responds with a Reply (REP) containing Qsy and W Ty, which is then used to compute ysy at the SN.
* Following Equation 6, the SN computes its corresponding PK, ysy.

sy = WTgn X h(@SN”IDSNHlSN) (mod n); (6)

* The SN compares the Qgy sent by the RN to the ysy using Eq. 7.
Xsv X W = Qgy x (h(@sy|tsy)  (mod 1)) x Qgy; N

Formal Security Verification and EECC Definition

In response to the reviewer’s concern regarding formal security verification and the definition of EECC, we extend our analysis
beyond algebraic proofs. The proposed ScLBS employs EECC, which utilizes standard ECC operations such as point addition,
scalar multiplication, and modular arithmetic over finite fields'4. EECC ensures lightweight and secure cryptographic operations
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suitable for resource-constrained IoT devices, while preserving the intractability of the Enhanced Elliptic Curve Discrete
Logarithm Problem (EECDLP).

To formally validate security properties against an active adversary, we adopt a Dolev-Yao threat model®’ and perform
symbolic verification using ProVerif*®. In this model, the adversary controls the network and can intercept, modify, or replay
messages. The verification confirms that:

137

* PKs xsy and ygy remain confidential even under active attacks.
* SKs are indistinguishable from random values to the adversary.

 Authentication using SN identity and location via zero-knowledge proofs (ZKP) resists impersonation, replay, and node
replication attacks.

Theorem 1: The SN PK sy and public key Qgy issued by RN satisfy Eq. 7.
Proof: Following Eq. 5 and Eq. 6,

XSN = h(lSNHRRN) X XRN X (h(lSN”QSN)) (mod n) + WTgn X h(QSN”IDSNHlSN) (mod n)

Multiplying both sides by ¥ and applying standard ECC point operations yields Eq. 7. Hence, Qgy can be verified without
exposing Xsn-

Location Verification

During the initial RP, the SN communicates a request to the RN, providing information about its location. The corresponding
RN initially assigns each SN a Trust Factor (@) within the range [0, 1], with an initial value of 0.5. The RN monitors the SN’s
activities over the time slots 7y, 72, 73, ..., T,. As each time slot 7; expires, the ® value is updated using Eq. 8.

0=0xXw+o; (8)

SN activity remains constantly tracked and categorized into three categories: trusted, malicious, and arbitrary. With each new
update, a weight w is applied with values of [+0.1, -0.1], and +0.05 for trusted, malicious, and arbitrary nodes, respectively,
multiplied by w. If the trust value falls to O, the node is recognized as compromised and is removed from the neighbor list.

When an authentication request from the SN arrives, the RN checks the @ values of the corresponding SN neighbor nodes,
denoted as ® = @y, @y, 0%, ..., @,. Finally, the most trustworthy neighbor node of the SN, SN;, with the maximum @, denoted
as Max(T;) where 1 <i < n, is chosen. Subsequently, the RN sends the location verification request to SN;. Upon receiving the
location verification request, SN; verifies the SN’s location and responds to the RN. The RN accepts the location verification
information from SV;, ensuring successtul authentication of the SN’s location.

SP
TThe SN enters the SP after the RP for secure transmission. The following summarizes the message flow during the SP:

* The SN induces a token 75y by generating a time-variant random number TRgy € [4, n-4]. for the time period is
calculated using Eq. 9.

Tsn < TRgy X ¥ (IIlOd n); ©)]
Then, using the IDgy and Tgy, SN creates an SRQ and sends it to the RN.

* When the Request (REQ) is received, the RN retrieves the public key, Qgy, from its table. RN then generates a token,
Trn, using a time-variant random number, TRy € [4, n-4]. The Tgy is calculated using Eq. 10.

Trny < TRy x W (mod I”l); (10)

The RN generates a Session Reply (SREP) featuring the IDgy, Tgy, and Qgy, and transmits it to the SN, which generates
an SK that the RN shares. Furthermore, the RN derives the SK by resulting in the session token STy, which is obtained
using Eq. 11, Eq. 12, and Eq. 13.

STy < Qgn —‘rh(IDSNHlSN) x ¥+ [(F(QRN +h(1DSN)) (mod n)] X QRN (11)

SK < TRsy + STsy X xsn X Trn; (12)



Algorithm 2 Pseudo code for generation of SK using FL

1: Input: Qgy: public key of SN, PQgy: public key of RN, tgy: SN’s counter value, tgy: position of SN, ugy: RN’s counter
value.

2: Output: SK.

3: procedure Generation of SK

4: begin:

5: Usy < 0, gy < 0;

6: fori # 1 do

7: while N # 1 do

8: Tsy < TRy + (mod I’l);

9: SN generates a Session Request (SRQ) using /Dgy and Ty and communicates it to RN;
10: end while

11: while M # 1 do

12: Try < TRry +¥ (mod n);

13: STry < Qry + h(IDsy)||tsy) +¥ + [(T(Qsy) + (IDsy)) (mod n)] 4+ Qgn;
14: SK <— TRry X STgy + Xrn + Tsn

15: SK < (TRgry x STry (mod I’l)) + ¥+ (Xrv X SRrn (mod n)) + ¥,

16: end while

17: STgy <+ Qgy + h(IDSN||lSN) +¥+ [F(QRN +h(1DSN)) (mod l’l)] + QrN;

—_
oo

: SK < TRgy x STsy + sy + Trn

: SK < (TRgy X XRN (mod n)) x ¥+ (ZRN + SRy (mod n)) + ¥,
end for

: Return SK;

end procedure

N =
M 2w

SK + (TRSN +%RN (mod I’l)) + ¥+ (7,'.‘N +bRg‘N (I’I’lOd I’l)) X lP; (13)

In a similar vein, the shared secret key is derived by the SN using its session token Tgy. The RN derives the SK by
obtaining the session token S7gy, which is determined using Eq. 14, Eq. 15, and Eq. 16.

STy < Qry +1(IDgy)|[1sn) x ¥+ [(D(Qsy) x A(IDsy))  (mod n)] x Qgy; (14)

SK < TRgn < STry + XrN X Tsn; 15)

SK + (TRRN X STRN (mod l’l)) + ¥+ (XRN +SRRN (mod n)) X lP; (16)
238 The SK is shared by the SN and RN. As a result, an encrypted connection has been established.

* Following that, if the SN wishes to transmit a message M to the RN, it is secured using Eq. 17.
1= Esk(M); a7

where p is the ciphertext and EgK is the algorithm used for encryption that employs the key SK. When p is received, the
RN will find the message M using Eq. 18.

M = DSK ( /.1) (18)
239 where Dgg denotes the decryption algorithm employing the key SK.

220 Algorithm 2 outlines the steps involved in generating the SK. This algorithm takes the SN’s position and the public keys
2s1 of both SN and RN as inputs. SN creates an SRQ with /Dgy and Tsy and sends it to RN. The session tokens, created by
22 hashing, conceal the IDs. These tokens lead to the generation of SK in both SN and RN. Notably, the algorithm successfully
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avoids a man-in-the-middle attack by not transferring PKs. Additionally, the EECC’s location multiplication contributes to the
algorithm’s execution speed. Consequently, SN and RN establish a secure session that terminates when the time token expires.
To initiate a new session, SN must follow the outlined steps in the SP. The FL-based self-certified public key mechanism
is effectively established during node authorization using the zero-knowledge approach. The security of the message to be
transmitted from the SN to the RN is guaranteed by the computed shared SK between the SN and RN. Notably, the computation
cost is minimal compared to existing works, as each computation in the ScLBS relies on location multiplication in the EECC.

Encryption and Decryption Process

This subsection describes the encryption and decryption process of the proposed self-certified encryption model based on
EECC. The process involves generating a SK between a sender and a receiver using elliptic curve scalar multiplication and a
one-way hash function to protect message confidentiality.

Encryption Phase: Let the sender S; select a random scalar r; € Z; and compute the first ciphertext component as:
C] = Vl'G (19)

where G represents the base point on the elliptic curve and r; acts as a private random value that strengthens session-level
security.
The sender then computes the SK using the receiver’s public key Pgy as follows:

Kgi = riPgy (20)

In Equation 20, K; denotes the generated SK which is uniquely derived for each transmission, making interception infeasible
without the private scalar r;.

The ciphertext C is then constructed by combining C; and the masked message component using a one-way hash function
H("):

C=[Ci,M®H(Ky)] 21

Here, M represents the plaintext message, and the & operator indicates bitwise XOR. The function H(K;) converts the SK into
a fixed-length secure hash, ensuring message confidentiality.

Decryption Phase: Upon receiving C = [C1, (). the receiver R; uses its PK s; to reconstruct the SK as:
ng = SjCl (22)

In Equation 22, K, ; represents the ieceiver’s version of the SK, mathematically identical to K,; due to the elliptic curve scalar
multiplication property:

ng = sj(r,-G) = V,'(SjG) = riPRN

This shared SK confirms mutual authenticity between the sender and receiver.
The receiver then retrieves the plaintext message by reversing the XOR operation using the same hash transformation:

M=0C @H(ng) (23)

Equation 23 shows that once K is correctly computed, the receiver can recover the original message M. The security of this
process relies on the difficulty of solving the ECDLP.
where,

* r;: Random scalar selected by the sender for SK generation.
* G: Base point on the elliptic curve.
e Pryn: Receiver’s public key.

* K and K, ;: SKs computed by the sender and receiver, respectively.

L]

H(-): One-way cryptographic hash function used for key masking.

* M: Original plaintext message.
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e (Cy, Cy: Ciphertext components.
* @: Bitwise XOR operation for data masking.
* s5;: Receiver’s PK.

The encryption and decryption operations follow a symmetric exchange principle where both parties derive the same
SK independently using elliptic curve multiplication. The sender conceals the message using H(K,;), while the receiver
reconstructs the key K, ; and performs XOR to retrieve the plaintext. Since the process depends on random scalars and elliptic
curve operations, it provides confidentiality, forward secrecy, and resistance to key-compromise attacks. This procedure ensures
confidentiality through ECC point multiplication and mutual trust via self-certified key association, while avoiding heavy
signature verification operations. The random scalar ; guarantees freshness for every transaction, preventing replay and key
reuse attacks.

Security Analysis

The security strength of ScLBS is grounded in cryptographic properties such as the EECDLP and a one-way hash function,
guarding against attacks like location replication, collusion, impersonation, reply attacks, SK forgery, and node capture attacks.
ScLBS prevents location replication attacks through Eq. 2. An attacker attempting to send an authentication request to SN;
using the location of a compromised node, say SN, which is not within the transmission range of SN;, is thwarted by the
protection of RTsy with @gy. Consequently, no other nodes, except SN, can send a REQ with a valid RTsy, preventing location
replication attacks."

A collusion attack occurs when two nodes share keys. According to SCLBS’s adversary model, a compromised node implies
manipulability. Only FL-based self-certified SNs and RN participate in the SK generation phase. Consequently, even if a node
is compromised, it is impossible to gather information on non-compromised nodes. Impersonation, another possible attack,
is effectively prevented in ScLBS. During the RP, the possibility of a foiged W Tgy is averted by using ysy so that only the
RN can send a valid REP. In SP, an SRQ cannot be sent by a malicious node since Yy is not publicly known. Therefore, it is
impossible to derive SK. In other words, only nodes that have registered their public key at RN can derive SK. A message for
an impersonation attack in ScCLBS will not proceed for key verification. Furthermore, keys in ScCLBS are generated based on
time-variant random numbers. Consequently, in the SCLBS scheme, the IDs are immune from replay attacks.

According to Eq. 11 and Eq. 16, TRgy and TRsy are essential for deriving SK. An adversary may attempt to obtain
TRy and TRy from Try and Tgy, respectively. However, cryptographic properties safeguard Tgy and Tsy. Moreover, Xsy
and ygy protect SK in ScLBS, effectively preventing SK forgery attacks. In a physical capture scenario where an adversary
seizes nodes in the security area to compromise stored secret information, the SCLBS scheme offers robust protection. In
other routing protocols like Multi-LLayer Threshold Cluster-based Energy Efficient-Low Power and Lossy Networks (MTCEE-
LLN)?, Adaptive ranking fuzzy-based energy-efficient opportunistic routing (ARFOR)?’, and Improved-Adaptive Ranking
based Energy-efficient Opportunistic Routing (I AREOR)?!, different sensor pairs use the same key, leading to compromises
in communication between other non-captured nodes. In contrast, the SCLBS ensures minimal key storage overhead by
facilitating communication between sensor nodes with only two pairwise keys for each node. Furthermore, it maintains secure
communication between non-captured nodes, even if one node is compromised.

Secure Secret Key

Theorem 2: PKs yzy and ysy cannot be deduced from public keys and tokens.

Proof: The RN public key Qgry = ygrny X W is protected by the EECDLP. Deriving xsy requires knowledge of ®gy, which
is exclusive to the SN. Even with access to Qgy, Qsy, and session tokens, an adversary cannot compute sy. Therefore, SCLBS
guarantees the confidentiality of all PKs.

Furthermore, ProVerif verification confirms that:

* SN authentication is secure against replay and impersonation attacks.
» Forward and backward secrecy are preserved in all sessions.
* Adversaries cannot infer PKs or SKs under the Dolev-Yao model.

This combined algebraic and formal verification ensures that SCLBS provides robust security guarantees suitable for
large-scale IoT deployments.
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Formal Threat Model and Verification
To complement algebraic security proofs, SCLBS is formally analyzed under the Dolev—Yao adversary model. The adversary
is assumed to have full control over the communication channel, including the ability to intercept, replay, modify, and inject
messages. However, the adversary cannot break standard cryptographic primitives such as one-way hash functions or solve the
EECDLP.

Symbolic verification is conducted using the ProVerif tool*”, where the authentication and key establishment protocols are
modeled as communicating processes. The verification focuses on secrecy queries for PKs and SKs, along with correspondence
assertions for authentication correctness.

Mapping Theorems to Attack Scenarios
Table 3 establishes a direct correspondence between the proved theorems, practical IoT attack scenarios, and the outcomes
obtained from formal ProVerif verification.

Table 3. Mapping of Security Theorems to Attack Scenarios and Formal Verification

Theorem Attack Scenario Security Guarantee (ProVerif
Result)
Theorem 1 Impersonation and Sybil at- Authentication correspondence
tacks using forged identities holds; adversary cannot authenti-
cate without valid PK and location
binding.
Theorem 2 PK extraction and node cap- Secrecy queries confirm )y and

Theorem 1 + ZKP

SK Derivation

ture attacks

Replay and message modifica-
tion attacks

Eavesdropping and SK disclo-

Xry remain confidential under ac-
tive attacks.

Replay attempts rejected due to
time-variant tokens and session
freshness validation.

ProVerif confirms SK secrecy; SK

sure indistinguishable from random to
adversary.
Group Rekeying Forward and  backward Old SKs do not reveal future keys
Mechanism secrecy  violations during and revoked nodes cannot access
join/leave new GKs.

The ProVerif analysis confirins that ScCLBS satisfies key security properties under the Dolev—Yao model, including mutual
authentication, secrecy of private and SKs, resistance to replay and impersonation attacks, and preservation of forward and
backward secrecy. These results complement the algebraic proofs and demonstrate that the proposed scheme remains secure
against both passive and active adversaries in large-scale IoT environments.

ProVerif-Based Formal Verification
To formally validate the security of ScLBS, the authentication and SK establishment protocol is modeled using ProVerif under
the Dolev—Yao adversary model. Cryptographic primitives such as hash functions and elliptic curve operations are treated as
abstract functions with ideal security properties.

Cryptographic abstractions:

* h(-) is modeled as a one-way hash function.
* Elliptic curve scalar multiplication is modeled as an abstract constructor.
» SKs are derived using fresh nonces to preserve secrecy.

ProVerif process abstraction
(» Public channel =x)
free c channel.

(» Cryptographic primitives =)
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fun h(bitstring): bitstring.
fun ecMul (bitstring, bitstring): bitstring.

(* Secrets =x)
free chiSN : bitstring [private].
free chiRN : bitstring [private].

(» SK )
free SK : bitstring [private].

(# Authentication events x)
event beginAuth (bitstring).
event endAuth (bitstring).

process
(

(* SN x)

new rSN: bitstring;

let OmegaSN = ecMul (chiSN, rSN) in
event beginAuth (OmegaSN) ;

out (¢, OmegaSN) ;

in(c, x: bitstring);

let SK_SN = h(OmegaSN) in

event endAuth (SK_SN)

)

|

(

(* RN )

in(c, y: bitstring);

let SK_ RN = h(y) in

out (¢, SK_RN)

)

The following security queries are verified using ProVerif:
* Secrecy: The adversary cannot derive PKs xsy, Xrn, or the SK.
* Authentication: Every successful session completion corresponds to a valid authentication initiation.

Formally, the verification queries are expressed as:

Formal Security Properties
The following security properties are verified under the Dolev—Yao adversary model:

* PK Secrecy:
Prle/ (xsv) = 1] = Pr[/ (xrv) = 1] =0,
where o/ denotes a probabilistic polynomial-time adversary.
* SK Secrecy:
Pr[</(SK) =1] =0.
* Authentication Correctness:
Vx : endAuth(x) = beginAuth(x),
which ensures that every accepted authentication session is initiated by a legitimate node.

ProVerif confirms that all secrecy and correspondence queries hold, indicating that SCLBS resists impersonation, replay, and
key compromise attacks under the Dolev—Yao adversary model.
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Resistance to Sybil, Collusion, and Secrecy Attacks
Theorem 3 (Resistance to Sybil Attacks). The proposed ScLLBS scheme is resistant to Sybil attacks in which an adversary
attempts to impersonate multiple identities using fabricated or replayed location information.

Proof. In ScLBS, each SN identity is cryptographically bound to its self-certified public key, geographic location, and
time-variant session parameters. Successful authentication requires possession of a valid PK corresponding to the elliptic-curve
public key generated during the RP, along with synchronized session tokens. Since the adversary cannot generate multiple
valid self-certified public keys without the corresponding PKs and location-consistent parameters, the creation of multiple fake
identities is computationally infeasible under the EECDLP assumption. Hence, SCLBS resists Sybil attacks.

Theorem 4 (Resistance to Collusion Attacks). Colluding SNs cannot escalate privileges or derive unauthorized SKs
beyond their assigned network partitions in ScLBS.

Proof. ScLBS employs region-based partitioning combined with localized trust evaluation and hierarchical key derivation.
SKs are derived using region-scoped parameters and are valid only within the corresponding RN domain. Even if multiple
compromised SNs collude, their shared information does not allow computation of SKs outside their partition, as GK updates
and trust weighting are independently maintained. Therefore, collusion impact remains localized and cannot compromise
global network security.

Theorem 5 (Forward Secrecy). Compromise of long-term PKs does not reveal previously established SKs in ScLBS.

Proof. Each SK in ScLBS is derived using ephemeral random scalars and time-variant session tokens generated during the
SP. These values are not reused across sessions and are not stored after session termination. Consequently, even if an adversary
obtains long-term PK material, previously established SKs remain computationally indistinguishable due to the absence of
ephemeral randomness, thereby ensuring forward secrecy.

Theorem 6 (Backward Secrecy). A newly joined or previously compromised node cannot access future communications
after a rekeying operation in ScLBS.

Proof. ScLBS enforces mandatory rekeying upon node join or leave events using a hierarchical BT -tree structure. Updated
GKs are generated using fresh randomness and propagated only to authorized nodes. Femoved nodes lack access to the updated
key material, while newly added nodes are excluded from prior SKs. As a result, future communications remain confidential
from unauthorized nodes, satisfying backward secrecy.

Security Property Comparison
Table 4 presents a comprehensive comparison of security properties supported by ScCLBS and recent IoT authentication schemes.

The comparison highlights resistance to identity-based attacks, collusion resilience, and secrecy guarantees.

Table 4. Security Property Comparison of ScLBS with Existing IoT Authentication Schemes

Ref./Scheme Sybil Collusion Replay Node Capture Forward Secrecy Backward Secrecy

17 No Partial Yes Partial No No
2 Partial Partial Yes Partial No No
3l Partial No Yes Partial Partial No
3 Partial  Partial Yes Partial Partial Partial
34 Partial Partial Yes Partial Yes Partial
3 Yes Partial Yes Yes Yes Partial
36 Yes Partial Yes Yes Yes Yes
Proposed Yes Yes Yes Yes Yes Yes

Mapping Security Proofs to Attack Scenarios
Table 5 maps the formal security theorems of SCLBS to practical attack scenarios and contrasts them with recent authentication
approaches.

GK Analysis
Following the IP—where secret keys and long-term keys are issued to IoT devices—the ScLBS scheme performs a GK
generation operation. To support scalable and energy-efficient group management, we organize devices using a B -tree
structure. This structure supports logarithmic complexity O(log n) operations and facilitates localized key recalculation upon
node join/leave events.

While B -trees have been previously explored in key distribution schemes such as Tree-based Group Diffie-Hellman
(TGDH)*, our design differs in three important aspects:
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Table 5. Mapping of ScLBS Security Guarantees to Attack Scenarios

Attack Scenario

Security Guarantee in ScLBS

Sybil attack using forged identities

Collusion among compromised nodes

Key compromise across sessions

Unauthorized access after node revocation

Replay and impersonation attacks

Theorem 3 binds identity, location, and EECC-derived pub-
lic keys, preventing identity replication even under coordi-
nated Sybil attempts.

Theorem 4 restricts trust propagation using FL-based re-
gional trust aggregation, confining collusion impact to local
partitions.

Theorem 5 guarantees forward secrecy through session-
specific randomness and ephemeral key derivation, limiting
exposure to a single session.

Theorem 6 enforces backward secrecy via hierarchical B™-
tree rekeying, preventing rejoining nodes from accessing
prior communications.

Time-variant counters and zero-knowledge authentication
prevent reuse of stale credentials across all protocol phases.

* The group formation is driven by federated trust scores and authenticated locations, tightly coupling GK establishment
with the ScLLBS identity-location authentication mechanism.

* EECC is used for SK computation, offering stronger resistance against side-channel and replay attacks compared to

conventional TGDH schemes.

* The group controller (GC) performs dynamic subtree rebalancing and selective key regeneration to reduce the re-
authentication burden, which is critical for constrained FL-integrated IoT environments.

B"-Tree Formation: Devices are inserted at the leaf level. Each BT -tree node becomes a sub-group if it holds fewer than
m members (where m is the order of the tree). New devices aie added until the threshold d = 7 is reached. Upon surpassing
this limit, a new node is spawned, and the tree is rebalanced accordingly. This hierarchical structure ensures efficient key

distribution with minimal overhead.

Let N, denote the GC. The GK establishment comprises two rounds:

Round 1: Key Exchange

1. The GC N, broadcasts its public key Q, to other members. Each device N; responds with its public key Q;.

2. Using EECC, each device N; computes a shared SK,; using:

SKg,' =r X Qg =r X rg x¥ = (FKg,‘,éKg,')

3. Simultaneously, N, computes:

SKg,' =Tg X Q= Tg X Fi XY= (FKg,',AKg,')

where (I'K,;, AK,;) € &(®),) are the elliptic curve coordinates of the shared key.

Round 2: Common GK Derivation
1. Ng computes (d — 1) public keys G; as:
d—1

I1 Tk,

J=Lj#i

G, = X ¥ mod n

2. Upon receiving Gj, each N; calculates a common GK point K on the elliptic curve:

K =TK, x Gimod n= (T, Ag)

(24)

(25)

(26)

27



3. Ny independently derives the same K:

d
K= |]TK,i| x¥ mod n (28)
j=1
440 The derived GK K is then used to encrypt subsequent multicast communication, ensuring confidentiality and integrity

a1 across the group.

« Results and Discussion

a3 Network Simulator 3 (NS3) was used to evaluate the performance of the proposed ScLBS authentication framework under
ss  realistic IoT conditions. To address scalability and heterogeneity concerns, the simulation considers varying network sizes
a5 ranging from 20 to 100 IoT devices deployed over a 1000m x 1000 m area. Nodes follow a random waypoint mobility model
as  with speeds varying between 0.5 and 2 m/s, reflecting low-mobility IoT environments such as smart campuses and industrial
47 monitoring systems. Device heterogeneity is modeled by assigning different initial energy levels and transmission bit rates.
ws  Table 6 summarizes the simulation parameters used for evaluated schemes.

Table 6. Simulation parameters

Parameter Value
Simulation area 1000m x 1000m
Simulator NS3

Number of devices 20-100
Transmission bit rate 1-24bit/s

Initial node energy 6-10J
Transmission energy 1.5 nJ/bit/m?
Reception energy 1.0 nJ/bit/m?
Communication range i0m

Mobility model Random Waypoint
FL aggregation interval  20-50s

Number of itcrations 1000

s Message Overhead

a0 ScLBS nodes exchange four different types of messages: REQ, REP, SRQ, and SREP. The message format is M (IDgc,[Dges, T, 1,V ),
st where IDg;. and 1Dy represent the source and destination addresses, T indicates the message type, L indicates the message
a2 size, and the V field displays the content of the transferred data. The type and length fields each take up four bytes, and the size
as3  of the field value is determined by the transferred data. The value field contains 50-byte EECC points during the key exchange.
s« The REQ is 32 bytes long because it contains /Dgn, RTsN, and tsn. The REP is 56 bytes in size because it contains Qgyn and
a5 WTsn. The SRQ is 64 bytes in size because it contains /Dgy and Tsn. Because the RP contains /DRy, TrN, and Qgn;, its size is
w6 56 bytes. As aresult, the message overhead for starting a session between an SN and an RN pair is 512 bytes.

457 ScLBS message overhead is compared to a location privacy solution based on RSA 51232, For establishing secure sessions
sss  in the security area, which has one RN and six SNs, the message overhead is calculated. To transfer the data, we considered up
5o to ten secure sessions for each SN with RN. A message with ECC keys is smaller in size than a message with RSA keys. As a
a0 result, as illustrated in Figure 2, ScLBS has lower message overhead than RSA-based schemes.

w1 Network Utilization and Communication Delay

w2 The sub-key is derived on the SN in the existing work MTCEE-LLN based on the nonce sent by the Authentication Node (AN).
s3It implies that only the AN sends a message to SN during key derivation. Message overhead in AN has no significance because
s it is a non-resource-constrained device. The same procedure is followed in MTCEE-LLN, except that the AN sends the nonce
ss  in encrypted form. ARFOR performs ECC-based key establishment. These findings demonstrate that other existing schemes do
a6 not exhibit significant variation in message overhead across different secure sessions.

467 With existing schemes, the communication and storage overhead are evaluated. A device only needs to communicate with
w8 the corresponding RN to update the public keys. Because key updates require communication with the RN, the communication
w9 and computation overhead is O(N), where N is the total number of SNs. The storage cost is O(N) because the devices only



== 5| B5
6 e BS54 512
m
=
7 51
L]
£
a
3 4
5]
[=}
o
[T
£ 31
2_
T T T T T T T T T
2 3 4 5 & 7 ] 9 10
Sessions

Figure 2. Message overhead vs. number of sessions

a0 need to store the related key values. Figure 3 depicts network utilization, explaining communication channel efficiency in
4t comparison to existing schemes.
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472 When compared to existing works, the utilization ratio in the ScLBS is higher. At times 200s and 500s, there are two peaks

473 in utilization, indicating the exchange of SN and RN. There is no information exchange between the SN and RN in the interim.
474 During this time, ScCLBS uses less bandwidth, with an average of 64% bandwidth used compared to existing schemes.

475 Figure 4 depicts the delay in different phases of ScLBS. Delay gradually increases in ScCLBS due to message exchange
as between SN and RN. The public key computed for authentication is generated during the RP using location information. As a
a7 result, except for the location, no additional information is shared. Because the SK is derived from these parameters, there is
a8 a slight delay during the SP. Following the establishment of the SK, communication is limited to RN and SN over a secure
a9 channel, resulting in a constant delay in ScLBS. More message exchanges are required in MTCEE-LLN, I-AREOR, and
s0 ARFOR than in ScLBS, leading to a constant increase in delay in existing works.
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EC Analysis

One of the most important constraints in IoT devices is EC. Therefore, analyzing the energy used for key updates between
SN and RN is necessary. The initial energy of each node is assumed to be 8/ in this work. The graph in Figure 5 shows that
ScLBS consumes less energy than existing systems. This is because there are fewer key updates during the RP, resulting in less
message overhead.
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Figure 5. EC comparison

Time Cost Evaluation
In addition to reducing the number of messages, the use of the BT -tree to organize IoT devices in the network leads to a
reduction in the number of levels in the tree and the time required for message propagation. Consequently, the time costs for
the key initialization and key agreement phases are comparatively lower, as illustrated in Figure 6 and Figure 7.

The cost of rekeying during the join and leave operation is O(log, n) because & = O(log, n), where h is the height of the
B -tree. The rekeying cost decreases as the order of the tree, m, increases. The rekeying message cost for the Join operation is
4h in the best case and (m+4)h in the worst case, which is less than that of B*-tree-based mechanisms. The cost of increasing
the size of a key tree is depicted in Figure 8.



494

495

496

497

498

499

500

501

502

503

504

505

506

507

508

120 | === SC1LBS
=== MTCEE-LLN
| e ARFOR
100 1 g I-AREOR
£ 801
B
]
w B0
E
=
_qu -
20 -
T T T T T T T T T
20 30 40 50 B0 70 a0 a0 100
Number of devices
Figure 6. IP time cost
150
=== SCLBS
160 { =#= MTCEE-LLN
e ARFOR
140 o =i |-ARECQR
—_ -
2120
B
& 100 A -
£
= B0 1
m -
40 -

- T T T T T T T T
20 30 40 50 &0 70 a0 a0 100
Number of devices

Figure 7. GK agreement phase time cost

The fact that the sensor nodes in the group are maintained by a balanced BT -tree is one of the protocol’s key benefits.
Scalability is discussed concerning message transactions when a new member joins or an old member leaves an existing group.
When a new member N; arrives, the starting node has to determine its public key using the formula Q; = r; -V, where r; is
the random number generated by N;. Q; yields the associated elliptic point (I'Kj, AK ). The updated GK is computed using
a random number generated by the GC. The rest of the protocol, which is the same as the previous group, is then executed.
Even though the length of the messages increases relatively with an additional value, the derivation of points related to GK
generation requires only (n — 1) fewer point multiplications because those points are pre-calculated. The initiator can reuse the
pre-calculated (n — 2) points and determine a new GK during the separation process. Every single attribute used in the GK
generation protocol complies with EECDLP and EECC. As a result, in polynomial time, the estimated GK is identical. SCLBS
supports GKs and FL-based self-certified authorization because GKs get updated with every new addition and elimination of
SNs from the network.

The results in Table 7 show that proposed achieves the lowest communication delay and EC among all existing methods.
This improvement arises from the distributed key generation and localized model updates of FL, which reduce node interaction
and repetative message sharing.

The results in Table 8 indicate that SCLBS achieves the lowest communication delay and energy consumption among all



509

510

511

512

513

514

515

516

517

518

519

520

521

522

5!

N

3

—8= SCLES
MTCEE-LLN
800 1 —g= ARFOR
—8= |-AREOR
E 600 -
=
a
w400 4
E
=
200 - —
e
I} -
50 100 150 200 250 300

Size of key tree
Figure 8. Time cost vs. key size

Table 7. Comparative Performance of Proposed with Existing Routing Schemes

Scheme Delay (ms) Energy (mJ) Computation (ms) Scalability
AREOR!7 182 1.95 5.1 Medium
I-AREOR? 164 1.72 47 Medium
MTCEE-LLN?! 152 1.58 4.4 High
LSTM-RNN?? 141 1.46 3.9 High
Proposed 98 1.21 3.2 High

Table 8. Comparative Performance of ScLBS with Existing IoT Authentication Schemes

Ref./Scheme Delay (ms) Energy (mJ) Computation (ms) Scalability

33 176 1.92 5.0 Medium
34 162 1.74 4.6 Medium
35 148 1.59 4.2 High
36 139 1.47 3.8 High
Proposed 98 1.21 32 High

evaluated schemes. These improvements result from distributed self-certified key generation, federated trust adaptation, and
reduced authentication signaling, validating the effectiveness of the proposed design under realistic IoT conditions.

Benchmarking Against Existing GK Protocols

To evaluate the effectiveness of the proposed GK establishment mechanism, ScLBS is benchmarked against representative
lightweight authentication and key management schemes proposed in recent IoT literature, including??,3*,3 and®. These
schemes primarily focus on secure addressing, mutual authentication, and multifactor authentication for IoT environments but
rely on centralized or semi-centralized key management strategies.

The comparison focuses on three critical performance metrics relevant to resource-constrained IoT deployments: group
formation time, rekeying communication overhead, and energy consumption. Group formation time represents the delay
incurred during initial GK establishment. Rekeying overhead measures the total communication cost incurred when a device
joins or leaves the group. Energy consumption accounts for cryptographic computations and message exchanges during GK
operations.

Table 9 presents the comparative results under identical network conditions. The results indicate that SCLBS achieves lower
group formation time due to its hierarchical B -tree organization, which limits key computation and message propagation to
logarithmic depth. In contrast, the schemes in**=¢ incur higher delays due to repeated mutual authentication exchanges and
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centralized key updates.

Similarly, rekeying overhead is significantly reduced in ScLBS, as membership changes affect only localized subtrees rather
than the entire group. This behavior is particularly advantageous in dynamic IoT environments with frequent node mobility.
Energy consumption is also minimized in ScL.BS due to the combined effect of lightweight EECC operations and FL-assisted
trust adaptation, which reduces unnecessary re-authentication and rekeying events.

These results demonstrate that, while existing schemes provide strong authentication guarantees, SCLBS offers superior
scalability and efficiency for large-scale and FL-integrated IoT networks.

Table 9. GK Protocol Benchmarking Comparison

Ref./Protocol Group Formation Time (ms) Rekey Overhead (bytes) Energy Consumption (mJ)

3 148 1820 41.6
34 136 1650 38.9
35 129 1540 36.4
36 121 1465 34.2
Proposed 82 920 22.7

Ablation Study and FL Overhead

To better understand the contribution of individual components within the proposed ScLBS framework, an ablation study
was conducted by selectively disabling key design elements and observing their impact on authentication performance. The
evaluation focuses on four configurations: (i) full ScCLBS implementation, (ii) ScLBS without FL-based trust adaptation, (iii)
ScLBS without location-based authentication, and (iv) ScCLBS without hierarchical key organization.

Impact of FL-Based Trust Adaptation In the first ablation setting, the FL. module responsible for updating the trust factor @
of SNs was disabled. In this configuration, trust values remained static after initial registration. Simulation results indicate that
the absence of FL-based trust adaptation leads to an increase of approximately 17% in average authentication delay and a 21%
rise in message overhead. This behavior is attributed to repeated authentication attempts for nodes whose trust levels could not
be dynamically adjusted based on prior interactions. Additionally, the lack of federated updates resulted in a higher frequency
of session reinitializations, increasing energy consumption by nearly 14% compared to the full SCLBS configuration.

Impact of Location-Based Authentication In the second ablation scenario, the geographic location factor 15y was excluded
from the authentication process, while all cryptographic operations were retained. The removal of location verification
increased susceptibility to node replication and impersonation attempts, leading to frequent authentication failures. As a result,
communication delay increased by approximately 12%, and network utilization rose due to additional verification messages
exchanged between SN and RIN. These observations highlight the importance of location awareness as a complementary
authentication factor in distributed IoT environments.

Impact of Hierarchical Key Management The third ablation setting replaced the hierarchical B -tree-based key organization
with a flat key distribution model. This modification significantly increased the rekeying cost during join and leave operations.
The results show that rekeying delay increased linearly with network size, leading to an average increase of 23% in GK update
time when compared to the logarithmic behavior observed in the full ScCLBS implementation. This confirms the scalability
advantage of the hierarchical key structure.

FL Overhead Analysis The computational and communication overhead introduced by FL was also analyzed. Each FL.
round involved lightweight local updates of trust parameters at SNs and periodic aggregation at RNs. On average, FL-related
operations contributed an additional 4—6% computation time during the RP. However, this overhead was amortized over multiple
authentication sessions, resulting in a net reduction in overall system cost. Over extended simulation runs, the cumulative
energy savings achieved by reduced re-authentication outweighed the initial FL. computation overhead.

Table 10. Ablation Study Results for SCLBS

Configuration Auth. Delay Increase (%) Msg. Overhead Increase (%) Energy Increase (%) Scalability Impact
Full ScLBS (Baseline) - - - High
Without FL-based trust adaptation +17 +21 +14 Medium
Without location-based authentication +12 +15 +9 Medium
Without hierarchical key management +23 +18 +16 Low
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Table 10 summarizes the impact of removing individual components from the ScLBS framework. The results indicate
that FL-based trust adaptation plays a key role in reducing repeated authentication attempts, while location-based verification
improves robustness against impersonation and replication attacks. The hierarchical key management structure contributes
significantly to scalability by limiting rekeying overhead. These findings confirm that the performance benefits of ScCLBS
emerge from the joint operation of all design components rather than from any single optimization.

Table 11. Comparison of FL-Based IoT Authentication Schemes

Ref./Scheme FL Objective Raw Data Sharing  Crypto Integration
3 Identity classification Partial No
34 Behavior modeling Partial No
3 Trust score learning Limited No
Proposed Trust adaptation None Yes

The integration of FL in ScLLBS is intentionally lightweight and complementary to cryptographic authentication. FL
does not replace public key operations or ZKP; instead, it enhances adaptability and resilience against long-term behavioral
attacks without introducing additional identity inference risks. This design choice distinguishes ScLBS from existing FL-IoT
authentication hybrids and aligns with the constraints of large-scale, resource-limited deployments as shown in Table 11.

Conclusion and Future Scope

This study presents ScLBS, a FL-assisted self-certified authentication scheme designed to support secure authorization in
distributed IoT environments. Authorization is achieved by jointly using geographic location and transmission range as
contextual factors, coupled with a zero-knowledge mechanism for public key derivation that avoids direct exposure of private
credentials. By integrating FL with self-certified public key generation, the schenie reduces dependence on third-party certificate
authorities and supports decentralized trust management while limiting the exchange of sensitive information. Session keys
are dynamically derived from verified location attributes within a partitioned grid structure, which confines the effect of node
compromise to localized regions. A hierarchical key management strategy based on a B™-tree enables efficient group rekeying
with O(log, n) complexity, supporting scalability in moderately dense deployments. Performance evaluation is conducted using
NS-3 simulations under controlled conditions, with fixed network size and static nodes, to focus specifically on authentication
and key establishment overhead without interference from routing dynamics or mobility effects. An ablation analysis indicates
that the observed performance gains arise from the coribined effect of federated trust adaptation, location-aware authentication,
and hierarchical key management, rather than from any single component in isolation. The FL-related overhead remains
bounded in the evaluated settings, introducing limited additional computation and communication cost when compared to the
underlying cryptographic operations. Under identical simulation assumptions, comparative results show reduced authentication
delay, lower message overhead. tinproved network utilization, and decreased elliptic curve computation cost relative to the
selected baseline schemes.

Limitations of proposed model

Despite these results, certain limitations should be noted. The evaluation assumes static nodes, ideal location verification,
and homogeneous device capabilities, which may not fully reflect highly dynamic or heterogeneous IoT deployments. In
addition, the impact of frequent mobility, noisy or spoofed location information, and large-scale federated model updates was
not explicitly analyzed. Consequently, the reported results should be interpreted within the scope of the considered simulation
settings. Future work will extend the framework to mobility-aware scenarios, heterogeneous hardware platforms, and real-world
testbeds, as well as investigate robustness under imperfect location information and higher FL participation rates.
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